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1 Executive Summary

1.1 Introduction

This report fulfills the statutory reporting requirements of the Technical Advisory Board for First Responder
Interoperability pursuantto TitleMIA Publ i ¢ Safety Communications and EI ¢ct
the MiddleClass Tax Relief and Job Creation Act of 2012 (Spectrum’Adursuant to the Spectrum Act, the

Federal Communications Commission (FCC) establishe@ebbnical Advisory Board for First Responder
Interoperability(Interoperability Board). The duties of the Interoperability Board, in consultation with the NTIA,

NIST, and the Office of Emergency Communications of the Department of Homeland Security, are twofold:

(A) Develop recommended minimum technical requiremenéensure a nationwide level of interoperability
for the Nationwide Public Safety Broadband Network (NPSBN); and
(B) Submit to the Commission [FCC] for review

In fulfillment of these duties, this report presents recommendations in the following areas:

3GPP LTEStandards, Interfaces and Guidelines
User Equipment and Device Management
Testing

Evolution

Handover and Mobility

Grade of Service

Prioritization and Quality of Service

Security

=4 =4 =8 -8 -8 -8 -89

1.2 Purpose

Across the United States, the public safety community respondsttaroue and emergency situdti
notice regardless of the severity. These types of situations occur daily in every city and town in the country. The
response of the public safety community relies on a communications network. Coordinatedaeapmss agency

lines, including multiple disciplines, is necessary to protect the communities and citizens the public safety

community is charged to serve. Intimes of emergency, people look to their public safety officials to act swiftly and
correctl, in order to do the things necessary to save lives, help the injured, and restore order. Most disasters will

occur without warning. All require a rapid and flawless response. There is no room for error. Whether the event is

a fire, natural disasterghicular collision, act of terrorism or the apprehension of a suspect, the key piece of that

response is the ability to communicate. The communications network spans cities, counties and in some cases state
borders.Without reliable and interoperablecomu ni cati ons, the safety of our npat.i
jeopardized and the ability to perform their critical mission is compromised

Two-Way Voice radio has been the predominant form of communication employed by public safety to date. With

the advent of wireless broadband, we are ab#&gnningof the next major epoch in mission critical

communication for first responder3he future wireless broadband network will offer additional data, video and

voice services to further improve the effectiveness and safety of first responders. The report of the Interoperability
Board specifies the AMi ni maryno atheeveramatienal interépergble broagdbardnt s 0 n
net work for our nationb6s first responders. As speci|fi
recommendations to help develop and maintain the NPSBN, a goal which can only be met with throsgleexten

and ongoing cooperation among States and communities.

! Middle Class Tax Relief and Job Creation Act of 2012, Titlé Yublic Safety Communications and
ElectromagnetiSpectrum Auctions.
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This work is critically important to all first responders, and the future FirstNet organization that will develop,

implement and manage the network. However, we must also remember that teelsreniegised by people. That

component is the human factor. Whatever the technology, it will have to fit in the hands of those who will use it to
protect and serve. It will have to be as siamgédbe t o use
to withstand the rigors of public safety use. The applications will need to be reliable and easy to use, whether a first
responder is in pursuit of a subject, responding to a medical emergency, directing traffic or reporting to the scene of

adsaster. The NPSBN will serve first responders who| ar
users grew up with mobile broadband technology; they adapt to it quickly and they understand the enormous
capability t hat asconcaneduwthwhs builds iflabthey arawitle what aipplications are

available. Does it just work? Does it work everywhere? Is it automatic? What is the latest application that will
assist me in my job? Will it be as reliable, resilient and predialiimes of emergency as the land mobile radio
systems are today? Can | bet my life on it?

The underlying technology is one aspect of achieving interoperability; however, interoperability can only truly be
established and preserved over time througharnt policies, governance, and practices associated with creation,
evolution and operation of the network by FirstNet.

1.3 Recommended Requirements Summary

In all cases where these recommendations reference specific 3GPP standards (e.g. 3GPP TS 36.101), the
intended meaning is that the standard to be applied is contained in Release 9 of the 3GPP standards, or the
future evolved equivalent of that standard that applies to future releases.

1.3.1 3GPP LTE Standards, Interfaces and Guidelines

[1] Hardware and softwaigystems comprising the NPSBN SHALL implement interfaces consistent with
Table 2: Standards Implementation Methodology.

[2] Hardware and software systems comprising the NPSBN SHALL support the interfaces enumerated in
Table 1: Minimum Interoperable Interias.

[3] Hardware and software systems comprising the NPSBN SHALL support management functions.
[4] Hardware and software systems comprising the NPSBN SHALL support APNs defined for PSAN usage.

[5] Hardware and software systems comprising the NPSBN SHApp@tinationwide APNs for
interoperability.

[6] Hardware and software systems comprising the NPSBN SHALL enable QoS control forHeSiN
applications via the 3GPP O6Rxd6 interface.

[7] The NPSBN SHALL support IPv4, IPv6, and IPv4/v6 PDN types defineGiPRBTS 23.401.

[8] The NPSBN SHALL support IPv4 and/or IPv6 transport for the EPS interfaces enumerated in Table 1:
Minimum Interoperable Interfaces, consistent with the FirstNet design.

[9] Any sharing agreement that FirstNet enters into SHALL implemetwork sharing according to 3GPP
TS 23.251 and SHALL NOT impact public safety operations.

[10] The NPSBN SHALL include the capability to collect and convey UE location data to applications using a
standardized interface in near real time.

[11] The NPSBN SALL be capable of providing public safety subscribers with access to the global Internet.
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1.3.2 User Equipment and Device Management

[12] All User Devices (UEs) deployed on the NPSBN SHALL conform to the 3GPP Release 9 Uu interface
enumerated in Table 1: MinimulInteroperable Interfaces.

[13] All User Devices (UEs) deployed on the NPSBN SHALL conform to the 3GPP TS 36.306 UE Radio
Access Capabilities, Release 9.

[14] All User Devices (UEs) SHALL support interworking of the device with the USIM/USAT applicabions
the UICC in accordance with the relevant 3GPP 31.101, 31.102, and 31.111 standards.

[15] All User Devices (UEs) deployed on the NPSBN that support roaming onto commercial LTE networks
SHALL operate on any FirstNet roaming partner network using bang®ded by the device.

[16] All UEs SHALL support dual IPv4/IPv6 stacks.

1.3.3 Testing

[17] Prior to 10T and Systerhevel testing UEs SHALL have already met 3GPP conformance and certification
requirements per an independent conformance testing organizatioRTERBB).

[18] Prior to operational deployment on the NPSBN, UEs SHALL have passed Firstiéted
Interoperability Testing (e.g. using a subset of applicable test cases from CTIA IOT and UICC functional test cases,
vendor 10T or similar commercial LTHBdustry practice).

[19] Prior to operational deployment on the NPSBN, UEs SHALL have passed Firstiléted UICC
functional testing.

[20] Prior to operational deployment on the NPSBN, infrastructure equipment SHALL have passed-FirstNet
required Interfac€onformance Testing (e.g. testingBIME conformance to 3GPP) on the interfaces specified by
FirstNet.

[21] Prior to operational deployment on the NPSBN, infrastructure equipment SHALL have passed-FirstNet
required Interoperability Testing at a systeneleas per the specific IOT requirements for the NPSBN.

[22] Infrastructure deployed on the NPSBN SHALL be included in the Firgptired FOA process as part
of the NPSBN deployment.

1.3.4 Evolution

[23] The equipment comprising the NPSBN SHALL provimbckwards compatibility of interfaces, from time

of deprecation, for a minimum of two full major release/upgrades of the network. This requirement may be waived
(i.e., interface obsolescence accelerated) if FirstNet can ascertain from the user comituthiéyetare no
dependencies on a given interface.

1.3.5 Handover and Mobility
[24] The NPSBN SHALL support user mobility across the entire NPSBN (includingp @states).

[25] The NPSBN SHALL support S1 and SHALL preferentially support X2 handover betwesreat]]
NPSBN cells (including cells owned by eqait states) whose proximity supports a handover opportunity.
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[26] If roaming between the NPSBN and commercial LTE networks is implemented, the NPSBN SHALL
follow GSMA PRD IR.88.

[27] If roaming between the N¥BN and commercial 3GPP 2G/3G networks is implemented, the NPSBN
SHALL follow 3GPP TS 23.002 to support roaming into 3GPP 2G/3G networks.

[28] If roaming between the NPSBN and commercial 3GPP2 (eHRPD) networks is implemented, the NPSBN
SHALL follow 3GPP 23402 to support roaming into 3GPP2 (eHRPD) networks.

[29] The NPSBN SHALL support the use of mobile VPN technology to support mobility between the NPSBN
and other networks.

1.3.6 Prioritization and Quality of Service

[30] The NPSBN SHALL provide the ability forational, regional, and local applications to dynamically
change a UEO6s prioritization and QoS using the 3GPP

[31] The NPSBN SHALL support all 9 QCI classes specified in table 6.1.7 of 3GPP 23.203 v9.11 or future
equivalents.

[32] QoS mechaisms in the NPSBN SHALL comply with 3GPP TS 23.203.
[33] The NPSBN SHALL support the usage of all 15 ARP values defined in 3GPP 23.203.

[34] The NPSBN SHALL support the ARP pesnption capability and vulnerability functions as defined in
3GPP 23.203.

[35] The NPSBN SHALL implement a nationwide scheme for assigning Access Classes to public safety users
and secondary users following the 3GPP recommendations in TS 22.011, Section 4.2.

[36] The NPSBN SHALL implement a nationwide scheme for assigning QoS l@kifier priority to IP
network and backhaul priority across the entire NPSBN.

[37] The NPSBN SHALL support the use of industry standard VPN and MVPN technology, while providing
priority and Quality of Service for encapsulated applications.

1.3.7 Security

[38] The NPSBN SHALL use a nationwide common security profile for user plane and control plane traffic
between UEs, eNBs and MMESs, in accordance with 3GPP LTE Network Access Domain protocols. The profile
SHALL be based on 3GPP TS 33.401, and will be deterthby FirstNet based on a system design and other
considerations as it deals with evolving cyber threats. As a minimum, the profile SHALL include specification of
ciphering algorithms (for example, use of AE33 vs. SNOW 3G).

[39] The nationwide commoresurity profile SHALL include ciphering of control plane traffic in order to
provide for interoperable cyber protection of the network. Ciphering of user plane traffic is optional and is based on
policy decisions that involve FirstNet and user agencies.

[40] To enable interoperable authentication, the USIM and HSS SHALL be capable of supporting the same key
derivation functions, such as Milenage per 3GPP TS 35.205, 35.206.

[41] Network Domain Security SHALL be implemented in accordance with 3GPP TS 38/8ibh stipulates
the use of IPSec to protect IP communication between administrative domains (including all network connections
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used to interconnect the domains).

[42] The NPSBN SHALL comply with TS 33.310 as the authentication framework for Public Key
Infrastructure to authenticate these network interfaces.

[43] In order to ensure secure and interoperable interfaces between the NPSBN and external elements (e.g. all
SGi, Rx and Srvs services as shown in Figure 2), these interfaces SHALL be protecte#ivatNetapproved
security mechanism.

[44] User Domain Security SHALL be implemented in accordance with 3GPP TS 33.102, TS 31.101, and TS
22.022.

[45] USIM-based applications that require messaging between the USIM and network components SHALL
implementApplication Domain Security in accordance with 3GPP TS 33.102 and TS 31.111.

[46] In such cases where visibility is required for devices on the NPSBN, the implementations SHALL comply
with 3GPP TS 33.102 and TS 22.101.

1.4 Recommended Considerations Summary

This section contains recommendations for consideration by the FCC and FirstNet as they develop finalized
requirements to be included in RFPs. These recommendations for consideration are distinct from the recommended
requirements in the previous sectioimsthat they are not considered by the Interoperability Board to be in scope as
described in Sectio®.2

1.4.1 3GPP LTE Standards, Interfaces and Guidelines

(1) Hardwae and software systems comprising the NPSBN SHOULD support integration of existing network
elements via the necessary commercial stanedefised LTE interfaces enumerated in Table 1: Minimum
Interoperable Interfaces.

(2) Billing information from the NPBN SHOULD be provided to each local and/or regional entity for the
NPSBN services.

3 The NPSBN SHOULD support existing Public Safety applications, deployed regionally or within
agencies.

4) The NPSBN SHOULD provide a method to connect a devicetolagac dat a net wor k whef e
pageo application is hosted with | ocation specific clont

(5) The NPSBN SHOULD provide a method where a fihome pag
access network, other than the NPSBN. This is a recommendatidthéthome page be made available and
locationaware while roaming or over Wi.

(6) The NPSBN SHOULD provide a specification for | ochati
location.

@) The NPSBN SHOULD support use of fielléployed server appgfitions.

(8) The NPSBN SHOULD support devices that are reachable via the global internet and can be used to host
field based server applications (i.e. deployable servers).
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9) The NPSBN SHOULD allow the devices outside of their normal jurisdiction toembiho a local packet
data network and to the deviceds home packet data net wi

(20) The NPSBN SHOULD provide the ability for users to send and receive Short Message Service (SMS) and
Multimedia Messaging Service (MMS) nsaeges.

(11)  Voice Sessions SHOULD be handed off within the NPSBN with limited delay and loss of audio during the
transition. Because the devices and device capabilities for this feature will develop over time, this feature is a future
evolution capabili.

(12) The NPSBN SHOULD support Voice over LTE (cellular voice) capabilities using GSMA PRD IR.92.

1.4.2 User Equipment and Device Management

(13) The NPSBN SHOULD allow the integration of high power LTE UEs as they become available, based on
the methodology attained in Table 2: Standards Implementation Methodology.

(14) User Devices and Device Management solutions SHOULD support remote management capabilities over
the-air, including software update, discovery, device platform configuration, lock, unlock,amg@eecurity
configuration.

(15) The software systems that comprise the NPSBN SHOULD support the ability to enable local entities to
install, update and manage their own applications. This may include security, transport and local APN provisioning.

(16)  The software systems that comprise the NPSBN SHOULD provide published and-eersiariied
subscriber provisioning interfaces to enable-erdnd subscriber provisioning by the local entities. These
interfaces SHOULD be verified during interoperaliliésting.

1.4.3 Testing

a7) Prior to operational deployment on the NPSBN, infrastructure equipment SHOULD have passed- FirstNet
required Performance Testing of individual interfaces, nodes and overall system as per the specific performance
requirements of the RSBN.

(18) Nationwide applications on the NPSBN SHOULD have passed Firstigatred security testing to proper
security levels (e.g. Criminal Justice Information Services [CJIS]) to ensure protection of FirstNet and public safety
information.

1.4.4 Evolution

(29) The NPSBN SHOULD allow for connection and operation eb#8ed LMR voice interoperability
gateways using open interfaces as they are developed.

(20) The NPSBN SHOULD be constructed and evolved in adherence to ayeaitroadmap.

(21) Infrastructureequipment procured for the NPSBN SHOULD support backwards compatibility with
deployed LTE devices.

(22) Infrastructure equipment in the NPSBN SHOULD be upgradeable to minimally two major 3GPP releases
(i.e. n+2, where n is the release available at depdoymprovided that the equipment does not need to implement a
new air interface specification)
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(23) Hardware and software systems comprising the NPSBN SHOULD support industry practices for
management of standard network interfaces from each suppliere ifldesstry practices include formal publication

of interface compliance, deprecation of interfaces, support for backwards compatibility and graceful obsolescence
of interfaces.

(24) The NPSBN SHOULD support industry practices for life cycle managemémieofaces that it exposes to
applications or users of the network to ensure backward compatibility for a reasonable interval, using industry
practice interface deprecation and obsolescence methods. The interfaces include, but may not be limited to:
Network messaging Protocols, Application Programming Interfaces-bWdsbd Interfaces, Protocol/Messaging
Interfaces, and User Interfaces such as Command Line Interfaces.

(25) The EPC equipment in the NPSBN SHOULD support optional local and geographic redundancy

(26)  The equipment in the NPSBN SHOULD support transport redundancy wherever economically feasible
(i.e. connections to local switching equipment or WAN connectivity between sites or core locations).

1.4.5 Handover and Mobility

(27) If roaming between the NP$Band commercial LTE networks is implemented, and IMS is implemented
in the NPSBN, the NPSBN SHOULD implement support for IMS while roaming into other LTE PLMNSs.

1.4.6 Grade of Service

(28) Coverage maps SHOULD be maintained that show pictorially which GoSaresipported over a
geographic area. Detailed maps SHOULD be made available to authorized public safety agencies.

(29) NPSBN coverage maps showing planned future coverage SHOULD be maintained. The maps SHOULD
show planned coverage at regular interyalg. quarterly) into the future. These maps SHOULD be made available
to authorized public safety agencies.

(30) The NPSBN SHOULD use a set of gitefined GoS Tiers to provide clear and uniform description of the
services of network performance provideithin a Coverage Area.

(31) The GoS Tiers SHOULD include the minimum set of GoS Attributes defined in Section 4.6.3.

(32)  The expected or actual GoS Tier SHOULD be disclosed to authorized public safety agencies in a
geographic region.

(33) Each Coveragérea SHOULD be designed to operate with a defined GosS tier.

(34) Service probability SHOULD be specified for each GoS Tier, in order to specify the quality of the user
experience provided by the network.

(35) The expected minimum uplink (mobile tetwork) and downlink (network to mobile) rates of data
transmission SHOULD be specified for each GoS Tier. The specifications must also include the protocol layer at
which the data rates are to be measured.

(36) The NPSBN SHOULD implement a scheme foriaegring RAN boundaries according to a national cell
coordination plan.

1.4.7 Prioritization and Quality of Service
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(37) A set of default QoS profile templates SHOULD be defined for each responder function (e.g. police, fire,
EMS) supported by the NPSBN.

(38) Each QoS profile template SHOULD contain a descriptive definition of the responder function and default
values for ARP, Access Class, YWBR, and APNAMBR.

(39) Since the NPSBN could also support secondary users, default QoS profile templates SHOUlufiete def
for public safety and secondary users.

(40) Every user of the NPSBN (public safety and secondary users) SHOULD be assigned a default
prioritization and QoS profile using the set ofplefined QoS profile templates.

(42) A process SHOULD be establishand followed to manage the assignment of templates to users to ensure
template assignment rules are uniformly applied for all users using the NPSBN.

(42) FirstNet SHOULD make an API available to national, regional, and local applications to expogg Priori
and QoS control.

1.4.8 Security

(43) The NPSBN security implementation SHOULD include-ptanned bypass mechanisms that have defined
security and interoperability implications.

(44) Equipment used in the NPSBN SHOULD support AES and SNOW 3G algorithms.

(45) FirstNet SHOULD establish the security controls and policy for4dtenain security and require that all
parties (e.g. public safety agencies) who connect to the NPSBN utilize Fiegipletved cipher suites.

(46) FirstNet SHOULD consider using IPSec irieees that utilize IKEv2 and utilize PKI to authenticate the
peers of the IPSec Security Associations.

47 When EPS elements are located in trusted locations without wide area communication links between them,
the use of network domain security SHOULDdgional.

(48) Network interfaces between domains SHOULD be monitored and intrusion detection/prevention tools
SHOULD be deployed.

(49) The developed security mechanisms SHOULD permit local entities to hide the topologies and address
spaces of theinetworks.

(50) Security mechanisms layered by a jurisdiction on top of the NPSBN SHOULD NOT inhibit
interoperability for users visiting from outside of the security domain in which it is implemented.

(51)  As FirstNet enters into roaming agreements with mential partners, security policies SHOULD be
implemented that ensure integrity of the NPSBN and that NPSBN security practices are not compromised.

(52) FirstNet SHOULD consider supporting implementation of a national framework for user identity
management

(53) FirstNet SHOULD consider supporting implementation of a national framework for user identity
federation to enable user interoperability across administrative domains within the NPSBN, where authorized.

(54) Implementation of the national framewoide fuser identity management and federation SHOULD include
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a set of guidelines and rules for applications to participate in the national identity management framework.

(55) The agency, organization or entity that utilizes the NPSBN Identity Managementwinak@HOULD be
responsible for enforcing authorization constraints on access to information as per their own security policy.
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2 Introduction

2.1 Statutory Framework for Deployment of a Nationwide Interoperable
Public Safety Broadband Network

The Spectrum Actésa bl i shed the First Responder Network Authofit
within [the National Tel ecommuni cattioonfise nasnudr el ntfhoer neast|iaobl
of a nationwide, interoperable public safety broadband nw o® rFkstNét is also the spectrum licensee for the re

allocated D BAIock for public safety services and the existing public safety broadband spectrum, collectively referred

to as Band 14.

Under the Spectrum Act, the FCC was responsible for selatingiembership of the Technical Advisory Board

for First Responder Interoperability (Interoperability Boardyhich was tasked to develop recommended

Ami ni mum technical r e q bfor the FEE to submitftoothe FirstNet @vithaoipbe r a b i | i t y|o
revisions). The I nteroperability Board wil/l Ater mi nat
the recommendations to the "First Responder Network Aut |

FirstNet will then use the minimum technical requirements for interopityabidevelop and issue RFPs for the
construction and operation of the NPSBN, Awi t hout malt el
Billion from incentive auctions to be deposited in a Network Construction Fund. To pay for operaéngessp

FirstNet is authorized to assess user fees and fees associated with leasing network capacity and infrastructure.

The Spectrum Act also provides a process by which a |St
deployment in its jurisdictio and operate its own radio access network. As a component of this process the FCC

will evaluate the Statebs alternative plan using the mi
component of its evaluation. The FCC will determine whethe®tt at e s pl an or the First \Net
the construction and operation of the radio access network (RAN) network witt8tathe States that successfully

opt out must be interoperable with the NPSBN.

2.2 Technical Advisory Board for First Responder Interoperability

The Spectrum Act required that the FCC Chairman establish the Interoperability Board within 30 days of

2 Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6204 (a).

% Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Gmiwations and
Electromagnetic Spectrum Auctions), Section 6202 (a).

* Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6201(a).

®> Middle Class Tax Relief and Jobrétion Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Public Safety Interoperability Board), (a).

® Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Public Safety Interoperability Board), (c)(1).

"Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Pubfieténteroperability Board), (f).
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enactment. The Interoperability Board is required to consist of 15 members, with 14 voting members appointed by
the FCC and oneonvoting member appointed by the National Telecommunications and Information Agency
(NTIA). The Spectrum Act requires the Interoperability Board membership to be made up of 4 representatives of
wireless providers; 3 representatives of equipment vendoepresentatives of public safety entities; 3
representatives of State and local governments; and oreotiog member appointed by NTIA.

The FCC issued a Public Notice on February 28, 2012 seeking nominations to the Technical Advisofy Board.
FCC Chaman Julius Genachowski appointed the fourteen voting members of the Technical Advisory Board for
First Responder Interoperability (Interoperability Board) on March 22, 20lise selected for membership on

the Interoperability Board are identified $ection2.2.1below.

The Interoperability Board held its initial meeting on March 23, 2012 to begin developing its structure and

processes for accomplishing itgiglative mandaté® In this meeting the Chairman (Charles L. K. Robinson) and

Vice Chairman (Kenneth C. Budka) were elected by the board members and the board established the agenda for its
second meeting, which was a faoegface meeting held on March 26d 27, 2012.

This second meeting of the Interoperability Board focused on developing a mutual understanding of the general
definition of interoperability, the scope of Howpics [ne
the Interopeability Board should structure itself to accomplish this work, and a schedule to meet the statutory

deadline for completing the work. After developing consensus around the general elements of the definition of
interoperability, the Interoperability Bahdeveloped a scope for its work, organized itself into four subcommittees,

and selected Chairpersons for each subcommittee.

1 Subcommittee 1 focused on Standards, Interfaces, and Guidelines; User Equipment and Device
Management; and Network Evolution; (Chdaul Steinberg)
1 Subcommittee 2 focused on Mobility and Handover; Grade of Service; Prioritization and Quality of
Service; (Chair: Kenneth C. Budka)
Subcommittee 3 focused on Security; (Chair: Brian Shepherd) and
Subcommittee 4 served as the Drafting @&rmittee (Chair: Dennis Martinez) and was responsible for
organizing the content of the Interoperability Bpar

f
f

The Interoperability Board adopted the principle of transparency as a key component of its work and success. This
principleguided he boardbés di scussion on how best to engage [t he
consult with the National Telecommunications and Information Agency (NTIA), the National Institute of Standards

and Technology (NIST), and the Office of Emerge@mmunications (OEC) of the Department of Homeland
Security*-her eafter referred to as f Co'rsessidn,tthe migropargbditg ci es o . [

8 Federal Communications Commission Public Notice DA303.
% Federal Communications Commission Public Notice DA453.

2 Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Public Safety Interoperability Board), (c).

" Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Publiaysafteroperability Board), (c)(1)(A).

2 Middle Class Tax Relief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Public Safety Interoperability Board), (c)(1).

13 Middle Class Tax Rief and Job Creation Act of 2012, Title VI (Public Safety Communications and
Electromagnetic Spectrum Auctions), Section 6203 (Public Safety Interoperability Board), (c)(1).
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Board decided that beginning with its session on Maréht!2& Consulting Agencies woulellowed to listen in

or be present at all open Board meetings. Al 't hough |t hi
deliberations, they were able to respond to questions and provide documentation if requested by the board. The

board dil have several closed sessions for deliberations at which no one except board members were present.

The Interoperability Board was also keenly aware of the interest in, investment in, and commitment to the success

of the NPSBN by organizationsand individi s out si de of the boarddés member shi|
The Interoperability Board took action at its Marci'2@ssion to ensure that these organizations and individuals

could participate in the development of its recommendations in two theeyteroperability Board requested that

the FCC open a docKéto receive input from interested parties and established a date to conduct a Public

Workshop® to seek information from the public on the components of interoperability the board consiidkied w

its scope.

While the members of the Interoperability Board were leaders in their organizations and individual areas of
expertise, the board quickly realized that they would need the help of subject matter experts- (@Es)side

and outside theiorganizations in order to complete work within the statutory time limit. At its Mar€ls@3sion,

the board developed rules for the engagement of SMESs in its work processes. This engagement proved to be critica
to the quality ddthetoJerall sbcoeasrofdthe boardbor k and

The Interoperability Board developed a timeline for completing its work, completed the organization of the

subcommittees and held the initial meetings of its subcommittees on M&tciB& board closed this second

meeting by establishing the preliminary schedule for subcommittee meetings. Over the next three weeks,

subcommittees conducted individual conference calls up to three times per week with a goal of having an initial

draft of their recommended requiremebysApril 19, 2012. Many board members participated in subcommittee

conference calls outside of their assigned subcommittee, devoting much of their available time to this important

work. The Chairman of the Drafting Subcommittee developed a documeniframek f or t he boar dojs f
and each subcommittee began developing their recommended requirements according to this framework.

The Interoperability Board conducted its Public Workshop on April 23, 2012. The workshop consisted of four
panels withfour speakers on each panel. Speakers were selected to provide the board with the broadest
perspectives possible on the issue of interoperability within the NESBfter the Public Workshop, the board
held work sessions on April #2and 24". On April 23%, subcommittees met to consider the information they had
received in the Public Workshop. On April"g4ubcommittees briefed the board on their initial recommended
requirements and how the information received at the Public Workshop would imgiagtdrk.

On April 23° the board decided how to proceed with its statutory consultation requirement with the Consulting

Agencies. The board decided to provide the Consulting Agencies with its draft recommendations document on

April 27, 2012 and requetitat the Consulting Agencies provide any suggested changes, comments, and

recommendations by May 2, 2012. The board also elected to provide the FCC with the same opportunity. In

addition to having the opportunity to provide specific suggested changesiesds and recommendations on the

draft document, each of the Consulting Agenci™s and |t hi
conference call to provide a summary and context for their recommendations.

In closing its work session on Ap#4, 2012, the Interoperability Board decided to no longer meet as
subcommittees after April 7 Subcommittees would work to incorporate the germane information they received
during the Public Workshop and provide it to the Drafting Subcommittee Clyaiby April 27, 2012. Beginning

on April 30", the Interoperability Board met three days a week to continue refining its recommended requirements

14 Federal Communications Commission Public Notice DA72
15 Federal Communicaths Commission Public Notice DA 38 and 1617

18 Federal Communications Commission Public Notice DA612
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thrgugh May 14, 2012. The board also set the date for its final work session at the FCC offices ofi Ataly 16
17"

The May 2° meeting between the Interoperability Board, the Consulting Agencies and the FCC proved to be

invaluable in developing the recommended requirements. The suggested changes, comments and recommendations

to the draft document were though ul , f or ward thinking, and focused on| tt
summary and contextual comments provided during the meeting effectively framed their suggestions for the

document and provided the board a better understanding of thetoofiieeir recommendations.

The Interoperability Board continued to refine its recommended requirements leading up to its work session on May

16 and 17, 2012. As the work continued the defined scope became more precise and the number of requirements

begm to drop. For example, from Version 1.1 of the bloar
a 30% reduction in the number of recommended requirements.

As the Interoperability Board met for its final scheduled work session on Magris17", its members were

confident in the boardébés ability to meet the target |[col
previous 7 weeks, the open issues proved to be the most difficult for the board to resolve. Over these two days the
boardcontinued the process of open collaboration between its members, their SMEs and the Consulting Agencies

that had brought it successfully to this final session. In the end these difficult issues were resolved with the same

focus and commitment the boarddhdemonstrated throughout its work.

As demonstrated here, the Interoperability Board organized itself quickly, developed an effective execution plan,

and diligently worked this plan to meet the statutory mandate. In the process, the board not only thelude

Consulting Agencies as required by statute, but provided ways for other organizations and individuals to participate.
The boardds commitment to transparency and seeking tihe
has resulted in a sef recommended minimum technical requirements, within the scope of the Spectrum Act, that

wi || ffensure a nationwide | evel of interoperabilitydo.
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2.2.1 Interoperability Board Membership

The Interoperability Board was comprised of the following members:

f
f
f

=A =

= =

=A =4 =4 -8 -9

Bob AzZ, Senior Vice President, Network, Sprint Nextel Corporation

Todd Bianchi, Firefighter Paramedic, Washington, District of Columbia Fire and EMS Department
Kenneth C. Budka, Senior Director, Advanced Miss@rnitical Communications, Bell Labs Chief
Technolgy Office, AlcatetLucent

Ed Chao, Senior Vice President, Corporate Engineering and Network Operations, MetroPCS
Communications, Inc.

Brenda L. Decker, Chief Information Officer, State of Nebraska

Colonel Kenneth C. Hughes, Jr., (Ret), Regional CommunitatCoordinator, New Orleans Urban Area
Security Initiative

Dennis Martinez, Chief Technology Officer, RF Communications Division, Harris Corporation
Dereck Orr, Program Manager, Public Safety Communications Standards, Office of Law Enforcement
StandardsNIST (nonvoting member representing NTIA).

Bill Price, Director Broadband Programs, Department of Management Semigéson of
Telecommunications, State of Florida

Steve Proctor, Executive Director, Utah Communications Agency Network

Charles L. K. Robison, Director, Business Support Services, City of Charlotte, North Carolina
Brian Shepherd, Deputy Director, Adams County (Colorado) Communication Center

Paul Steinberg, Senior Vice President and Chief Technology Officer, Motorola Solutions, Inc.
Ron Streker, Chief Executive Officer, Panhandle Telephone Cooperative, Inc., and Panhandle
Telecommunications Systems, Inc.

Diane C. Wesche, Executive Director, Government Network & Technology, Verizon
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3 Objective, Scope, and Methodology
3.1 Objective

The adoption of LE technology will fundamentally change the way first responders communicate. Additionally,
the establishment of FirstNet will fundamentally change the ways public safety networks are built, operated and
maintained.

Adoption of LTE technology, technology embraced by commercial service providers worldwide will bring
significant benefits to first responders. Adoption of LTE makes the NPSBN part of ebittialti dollar
commercial technology ecosystem, allowing first responders to take advahtagesnt and future advances in
wireless communications technology, wireless devices, applications, networking, security and network
infrastructure. Further, adoption of LTE allows public safety to benefit from the exceptionally high level of
interoperdility achieved on commercial service provider networks.

The high level of interoperability achieved on commercial service provider networks did not happen by accident.
One critical factor responsible for the high level of interoperability achieved omeacial service provider

networks is the process used by the commercial market to develop and maintain technology standards. The open,
consensudpased process adopted by 3GPP, for example, creates a forum which encourages both technological
innovation andhe maintenance of backward compatibility. This approach has allowed service providers to offer
new services while protecting the significant investments they have made in the construction and operations of their
networks.

The use of rigorously definaatchitectures and interfaces in LTE promotes interoperability by giving service
providers stable interfaces around which to design their networks. Furthermore, this practice promotes competition,
drives innovation and lowers costs among vendors of egunipraser devices, software and services.

One of the most significant factors responsible for the high level of interoperability achieved on commercial service
provider networks is thextensivdesting that is performed to ensure adherence to standardstervendor
interoperability.

While public safety communication requirements share a tremendous amount of commonality with the
communications requirements of the consumer market, there are notable differences. We expect that many of these
requirementgan be satisfied with standard interfaces and features supported (or planned to be supported) by LTE.

In some cases, FirstNet may opt to implement functionality either not supported by LTE standards or LTE features
not in use by commercial service prosid. The rewards of such functionality must be carefully weighed against

the risks of maintaining interoperability as LTE evolves and the potential high costs incurred through such
customization.

Under the Spectrum Act, the Interoperability Boardisreqaid t o fidevel op recommended [mi I
requirements to ensure a nationwide | evel of interoper:
The Spectrum Act further requires the | nteobhnicalper abi |l ijty
reqguirements on the commercial standards for Long Term
I n devel oping the minimum technical requirements cont ai
objective has been (1) to create in the NPSBN levelstefdperability that mirror the levels of interoperability

achieved in commercial service provider networks and (2) to reflect how LTE technology would be used to meet
public safetybdés unique mission r equi radomephitosophy:inl n doifng
order for the NPSBN to take advantage of the interoperability achieved by LTE, FirstNétiigieshbrace the

technologies, standards and best practices used by commercial service providers to ensure interoperability on day 1

of nework deployment and beyond.
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3.2 Scope

The U.S. Department of Homel and Securit ¥ésablishesthECOM pr o
critical elements that must be addressed to ensure communications interoperability. These elements include

governace, standard operating procedures, technology, training and exercises, and usage of interoperable
communications. It is important to note that technolethe focus of the Interoperability Board as mandated by the

Spectrum Act is but one aspect of tiveork needed to ensure a nationwide level of interoperability for the NPSBN.
Furthermore, since LTE is but one of the many technologies that will be deployed in the NPSBN, development of

technical requirements for LTE is but part of the work needed tessldne technology elements of

interoperability.

The U. S. Department of Homel and Securityés SAFECOM pr o
emergency response agencies to talk to one another via radio communicationsisystexehange voicand/or

data with one another on demand, iI"hSAEBCOMOésedefwheintiner
interoperability covers the full spectrum of public |sa:
focus on minimum technit@nteroperability requirements based on commercial standards for Long Term Evolution

(LTE) technology, the Interoperability Board felt it prudent to adopt a definition of interoperability that more

appropriately reflected this limited scope.

The successfaneeting the goal of a nationwide level of interoperability for the NPSBN will be grounded in the
actions taken by the Interoperability Board in setting technical requirements that will allow for the deployment of a
network comprised of equipment, sendgcand applications from a diverse set of companies.

For the purpose of facilitating the Interoperability B
Spectrum Act of 2012, we defimeteroperabilityas the ability of all authorized local, staand federal public

safety entities and users to operate on the NPSBN and commercial partner networks, to access rapid, reliable and

secure communication services, in order to communicate and share information via voice and data. These
communications sgices must support existing and future applications and operate across functional, geographic

and jurisdictional boundaries.

We note that the NPSBN will be implemented in phases using equipment from multiple vendors. It is therefore

important to ensurenteroperability is maintained throughout all deployment phases. As discussed in &&ction

for example, we note that careful planning is required to ensundesssaservice across potential implementation
boundaries that may be introduced during the build out
for example, can exist between eNBs provided by different vendors or between RAN segments deployed and
managed by states which have decided to exercise the S

The scope of the I nteroperability Boardbs requirements
technical interoperabilityin the NPSBN. Technical ieroperability is defined as follows:

Technical interoperability is the ability of two or more systems or components, from the same or different
manufacturers or service providers, to successfully exchange data and use information based on
underlying interface standards.

It is important to note that this derived scope eliminates governance, operational, policy and procedural practices
from our consideration in developing recommended minimum technical requirements. However, in cases where
deemed importanthe Interoperability Board did includgecommended Consideratiomsvering subject matter
outside of this derived scope.

' See http://lwww.safecomprogram.gov/SiteCollectionDocuments/Interoperability_Continuum_Brochure_2.pdf

18 http://www.safecomprogram.gov/about/delfzaspx.
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In finalizing its set of recommended requirements, the Interoperability Board carefully assessed the sometimes
competing factors. Themwere many discussions around the following topics:

=1}
=1

T Whether draft requirements could be considered
Spectrum Act

Whether draft requirements addressed operability or interoperability

Whether draft requireents were technical or operational

Striking a proper balance between granting FirstNet the flexibility it will need to build and maintain the
NPSBN while providing the specificity needed to both set a proper course for FirstNet and give the FCC
useful tods to determine whether to approve Stateaptplans

The proper of level of detail to specify requirements in the absence of a nationwide network architecture
How best to ensure interoperability is maintained as FirstNet and LTE technology evolves

=a =4 =9

=A =

3.3 Methodology
3.3.1 Assumptions

The Interoperability Board made two key assumptions in developing its recommendations:

1 The Interoperability Board could not assume any particular network architecture.
1 The requirements would use 3GPP LTE Release 9 as the baseline reference point.

The first assumption was made to ensure that the final

depl oyment plans. Accor di n gtlthe possibilitgthabttredPSBR sould cersist mme nfd a
of either a homogenous or heterogeneous network archit

heterogeneous network arch
t

t
existing federal, state, i

i e
ri bal, and local® infrastruct

3.3.2 Public Safety Requirements and LTE Standards

Public safety imposes unique requirements that cannot all be satisfied with LTE stahnaiaads aivailable today.
This is represented iRigurel below. An example of such a requirement is Mission Critical Voice, which includes
Push to &lk (PTT), offnetwork operation, and a variety of related functions.

Therefore, as LTE standards continue to evolve, and organizations such as FirstNet participate in the 3GPP
standards processes to drive desired capabilities, more of the public sgfityments can be satisfied with
products based on these standards.

¥ Middle Class Tax Relief and Job Creation Act of 2012, Title VI, Section 6206, (c)(3).
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LTE Standards

: LTE Products
From OEMs

e.g. Mission Critical Voice

Commercial
LTE Networks

\‘x\ Public Safety
Requirements

Figure 1: Public Safety Requirements and Standards

3.3.3 Document Structure

Sectiodof this report contains the Interoperability Boar d:q

to ensure a nationwide level of interoperability for the NPSBN. The structure of the recommendations is consistent
with common practie for development of technical requirements that are part of an RFP process, with some
noteworthy explanations.

Recommended requirements are explicitly noted in the document and use the exclusive verb forms SHALL and
SHALL NOT. These are referred to Msrmativeclauses. Recommended requirements are very short, usually

single sentences per requirement. Many recommended requirements require a contextual framework to ensure that
the requirement is interpreted in an unambiguous way. Therefore the docamiimsinformativelanguage that

frames the recommended requirements in their proper context, and thérédareativeclauses should accompany

the requirements in RFPs.

The document also contains recommendations for consideration that are not ptiNmedadiveclauses. These
recommendations for consideration are generally noted explicitly and/or use verb forms such as SHOULD and
SHOULD NOT. The Interoperability Board included these types of recommendations to indicate that the subject
matter shou be addressed by FirstNet as it carries out its duties under the Spectrum Act, but these
recommendations fall outside the I nt2 operability Bo
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4 Recommendations

In this section, the Interoperability Board details its recommended minimum technical requirements to ensure a
nationwide level of interoperability. In addition it details recommended considerations that lie thessdepe of

these recommended minimum technical requirements. The latter are provided as recommendations that FirstNet
should consider as it develops more complete requirements as part of its RFP processes.

In all cases where these recommendations refere specific 3GPP standards (e.g. 3GPP TS 36.101), the
intended meaning is that the standard to be applied is contained in Release 9 of the 3GPP standards, or the
future evolved equivalent of that standard that applies to future releases.

4.1 3GPP LTE Standards, Interfaces and Guidelines

The Spectrum Act requires the Interoperability Board to develop recommended minimum technical requirements to
ensure a nationwide level of interoperability for the NPSBN. The Spectrum Act provides that these
recommendations stde based on the commercial standards for LTE technology. LTE is a common term used to
describe a family of global standards that are specified by the Third Generation Partnership Project (3GPP). LTE is
an altinternet Protocol technology platform thatdomposed of a set of network elements within the 3GPP network
architecture. These network elements constitute the Evolved Universal Terrestrial Radio Access Network (E
UTRAN) and associated Evolved Packet Core (EPC) and support other network elemeE&I TIRAN and EPC

are collectively referred to as the Evolved Packet System (EPS).

3GPP specifications, the LTE specifications in particular, are broad in the scope of functionalities that they address.
Only a minimum subset of these specifications araired for the NPSBN to be interoperable nationwide.

Specification of a 3GPP standards release does not necessarily guarantee that implementers will build products
supporting all the features appearing in the release. Implementing a feature typicalsregpport across the

LTE ecosystem: service providers, chipset manufacturers, user device manufacturers, network infrastructure
manufacturers, software developers, etc. Market needs that were anticipated when planning for a release may have
changed by théme implementation negotiations begin. As a result, only a subset of the features in each release

will typically initially be implemented. Additional features may be phased in at a later stage or may never be
developed. This dynamic has important imations for planning the evolution of the NPSBN. Each LTE release
provides additional functionality that may be beneficial to public safety. Evolution plans must take into account the
features planned for each LTE release as well as what actually getsnempéd commercially (and also specific

vendor availability). In addition, specific features required by public safety may not be supported by the commercial
requirements driving LTE standards. In these cases, either alternative ways must be fourm tiheeddisired
functionality or new functionality must be introduced into the 3GPP standards.

Furthermore, there are specifications and guidelines developed by other bodies such as the GSM Association
(GSMA) and the Open Mobile Alliance (OMA) that warrashtsonsideration as minimum technical requirements in
order to enable the interoperability of the NPSBN. These factors were examined in the process of identifying the
minimum technical interoperability requirements for the network, recognizing that intebilig problems can

occur if network requirements are ambiguous or not defined with sufficient specificity.

The minimum technical requirements recommended to FirstNet are an input to the RFPs to be issued by FirstNet for
vendor bids and contracts. TheRHssued by nationwide wireless service providers and the resulting contracts
typically make extensive use of references to the technical specifications that are developed by bodies such as
3GPP. The Interoperability Board anticipates the same will no&dfor FirstNet. Because the minimum technical
requirements developed by the Interoperability Board will be used by FirstNet in developing RFPs, the minimum
requirements that the Interoperability Board developed include specific reference to 3GPPltephailieations,
interfaces, and options within the standard. These specifications, accompanied by a rigorous testing regimen, can
ensure that the products from multiple vendors, and the interworking of network elements across multiple
jurisdictions by aliverse community of users, are interoperable. Considering a minimum subset of LTE
specifications in the RFP process is important to ensure the nationwide interoperability of the NPSBN.
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4.1.1 Interoperability Assumptions
The following assumptions are reflectddoughout Sectiod.1:

1. The NPSBN EPC elements will use a single common PLMN ID for supporting public safety users. If the
NPSBN RAN is shared with other EPCs, osegondary basis, those EPC elements will use one or more
PLMN IDs which are different from the NPSBN PLMN ID used for public safety users.

2. The interoperable EPC functions and interfaces are expected to be based on 3GPP Release 9 or later.

Given thattechnology evolves rapidly, the network components and associated interfaces identified in the present
document are also expected to evolve over time. As such, these aspects of the present document are intended to
represent a statef-the-art snapshot ahe time of writing. In this context, the standards, functions, and interfaces
referenced in the present document are intended to prescribe statements of intent. Variations or substitutions are
expected to accommodate technological evolution consistentheitevolution of 3GPP and other applicable
standards.
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4.1.2 NPSBN Landscape Diagram

The following diagramisatepevel o6l andscapedé view of the networ ks f[ass
networks which are kscope of the present document are encapsailin the dashed box.

Roaming
Exchange

Public
Internet

Nationwide
Apps, Services
(Telephony, SMS/
MMS)

NPSBN Core
(EPC, DM, LOC,

Billing)

Public Safety App
Networks
(CAD, PSAP)

Scope of = -
Minimum Requirements Device

______________________ Apps

~

PN
\
[

4

Figure 2. NPSBN Landscape Model

4.1.3 Mapping to 3GPP LTE Reference Architecture

A more detailed view of the LTEscopeof akt epesehtdddyanabe |cel
stage? level standards reference architecture. A detailed view of the EPC and RAN components are shown in the
figure below. This figure was adapted from 3GPP 23.401, Section 4.2.
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Figure 3: 3GPP LTE Reference Architecture

4.1.4 Existing Infrastructure Integration Scenarios

RXx
SGi
| PDN

Spectrum Act section 6206(c)(3) stipulates fAlLeverag
Authority shall enter into agreements to utilize, to the maxirantant economically desirable, existih@A)

commer ci al or other communications

nfrastructur e;

Interoperability Board concluded that this stipulation may require the First Responder Netvtlookit% under

section 6206(b) Duty and Responsibility to Deploy and Operate a Nationwide Public Safety Broadband Network, to
consider leveraging existing infrastructure. In accordance with this conclusion, reference configurations in which
existing infrasructure elements (such as the Waiver systems deployed under FCC Qr@rdeployed prior to

the instantiation of the FirstNet Authority can be leveraged into the NPSBN, while meeting the requirements for

interoperability, are described heréin.

4.1.4.1 Interim Existing Infrastructure Assumptions

1. Existing RAN infrastructure deployed prior to operation of the NPSBN RAN may be integrated with the

NPSBN RAN and Core.

2. Existing EPC infrastructure deployed prior to operation of the NPSBN EPC may be integrated into the

NPSBN Core.

3. If existing EPC infrastructure elements are integrated into the NPSBN EPC, the existing and NPSBN EPC

elements will use a common PLMN ID.

?'May 2010 FCC Order 109.
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The following diagram is identical to that showrFigure2 except for the addition of existing Core and RAN
elements. These elements and their associated interfaces are included to provide a broader NPSBN landscape
context. Existing Core and RAN infrastructure elemangsanticipated to be either assimilated into the NPSBN or
deprecated over time. For this reason, the existing Core and RAN infrastructure components are identified
separately in this interim context.
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Figure 4: NPSBN1 Interim Infrastructure Landscape Model
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4.1.4.2 Configuration 17 Leverage User Plane and Signaling Plane Elements of the Existing
Infrastructure Networks

In this example, the existing UEs;WETRAN (a.k.a, RAN), MME, SGW, RGW, PCRF, and Regional Packet Data
Net wor ks (PDNs) are integrated into the NPSBN. One
integrated intolte NPSBN. The interfaces which extend between the NPSBN elements and the existing
infrastructure elements are S5, S6a, S10, SGi, and RXx.

(e e sl eall
ey: | |
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I |[] Existing Infrastructure Billing I
Bx |
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u S8
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I
I T Galz Rx I
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4.1.4.3 Configuration 27 Leverage User Plane Elements of the Existing Networks

In this exampe, the existing UEs, I TRAN (a.k.a, RAN), SGW, RGW, and Regional Packet Data Networks

(PDNSs) are integrated into the FirstN®bcured NPSBN. Only one logical HSS and one logical PCRF would exist

in the NPSBN, however, so these network elements aftisting networks would not be integrated into the

NPSBN. The interfaces which extend between the FirstNet elements and the existing infrastructure elements are
SI-MME, S5, S11, SGi, and Rx.
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I |
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4.1.4.4 Configuration 31 Leverage U®r Plane, Signaling Plane, and HSS Elements of the
Existing Networks

In this example, the existing UES;WETRAN (a.k.a, RAN), MME, SGW, RGW, PCRF, HSS, and Regional Packet
Data Networks (PDNs) are integrated into the FirstNet NPSBN. Multiple logical (B ®5BCRFs would need to

be integrated into the NPSBN. Integrating multiple HSSs into the NPSBN will require support of Diameter Routing
Agent functions. Note that these functions would be components of a transport infrastructure and are not illustrated
in the diagram. The interfaces which extend between the FirstNet elements and the existing infrastructure elements
are S5, S6a, S10, SGi, and Rx.
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4.1.4.5 Existing Infrastructure Integration Considerations

Recommended Considerations

(1) Hardware and software systems comprising the NPSBN SHOULD support integration of existing
network elements via the necessary commercial standafiased LTE interfaces enumeratedTiable
1: Minimum Interoperable Interfaces

4.1.5 Interoperable Network Elements
Components depicted in the previous figures are described in the following sections.
4.1.5.1 Device or UE

Spectrum Act section 6206(b)¢t2NeBwospeduthesi thashaél Fi
competition in the equipment market, including devices for public safety communications, by requiring that

equipment for use on the network-b@ built to open, nofproprietary, commercially available standards; (ii)

capable of being used by any public safety entity and by multiple vendors across all public safety broadband

networks operating in the 700 MHz band; and (iii) backwarthpatible with existing commercial networks to the

extent that such capabiltiesarenes sary and technically and economicallfly
referred as User Equipment (UE) in 3GPP parlance.

4.1.5.2 NPSBN RAN

Spectrum Act section 6202(b)(2) indicates that the NPSBN RAN comprises "cell site equipment, antennas, and
backhaulétlkrguiard to enable wireless communications |wi
spectrum.

4.1.5.3 Opt-out RAN

Spectrum Act section 6302(e)(2)(B) allows a state to «

4.1.5.4 Existing RAN

Identified in the present document as RAN equipment which has been deployed under provisions of the FCC
Waiver Orders (e.g. May 2010 FCC Order79). The statute is silent on existing RAN infrastructure; however
such assets have been deployed and magtdered for integration into the NPSBN.

4.1.5.5 Public Safety Application Network (PSAN)

PSAN6s are defined in the present document as State, R
which provide public safety services with local scope. Examgflesch services are Next Generation Public Safety

Answering Points (PSAPs) and Computer Aided Dispatch (CAD). Spectrum Act section 6206(b)(2)(C) directs

FirstNet to promote integration of the network with PSAPs.

4.1.5.6 Emergency Services IP Network (ESI Net)

Identified in the NENA i3 architecture as transit networks supporting integration with Public Safety Answering
Point (PSAP), ESI Nets are defined in the National Emergency Number Association Interface Standards for Next
Generation 9-1 (NENA i3). NENA i3 ddines an ESI Net as an4fased intenetwork shared by all agencies
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which may be involved in any emergerf¢ylhe i3 Public Safety Answering Point (PSAP) is capable of receiving
IP-based signaling and media for delivery of emergency calls conformanti®dtaadard.

4.1.5.7 NPSBN Core Network

Spectrum Act section 6202(b)(1) indicates that the NPSBN Core Network comprises the "national and regional data
centers, and other equipment é idnd (B pmrdviodescebs |oe!

4.1.5.8 Nationwide Public Safety Applications Network (NPSAN)

Spectrum Act section 6202(b)(1) indicates that the NPSBN Core Network (B) provides the connectivity between
(b)) the public internet or switched netsytherFlséNet. I n or{de]
Applications Network includes Nationwide Applications and Services.

4.1.5.9 Public Internet

Spectrum Act section 6202(b)(1)(B)(ii) indicates that the NPSBN Core Network may provide connectivity to the
public Internet.

4.1.5.10 Public Switched Telephone Netwrk

Spectrum Act section 6202(b)(1)(B)(ii) indicates that the NPSBN Core Network may provide connectivity to the
public switched network. The Public Switched Telephone Network (PSTN) is an example of a public switched
network.

4.1.5.11 Commercial Networks

SpectrumAct section 6206(c)(5) indicates a FirstNet duty to negotiate and enter into roaming agreements with
commercial network providers as appropriate. Spectrum Act section 6211 allows the Commission, if necessary, to
adopt rules to improve the ability of pubBafety networks to roam onto commercial networks.

4.1.5.12 Roaming Exchange Networks

Roaming Exchange Networks are identified in the present document as third party service networks required under
provisions of the January 2012 FCC Waiver Order DA252These netorks include Internet Packet Exchange

(IPX), Data Clearing House (DCH) and Financial Clearing House (FCH) functions, and are commonly used in the
commercial industry to support service provider roaming and therefore relevant to the NPSBN Core Network.

4.1.5.13 NPSBN IMS Network

The NPSBN IMS Network is defined herein to support IMS session layer and telephony applications. The NPSBN
IMS Network may be considered to support connectivity to the PSTN, although other alternatives are possible. IMS
is a 3GPP standardideechnology that is being adopted by service providers and, coupled with VOLTE, would be a
reasonable foundation for FirstNet to consider should it decide to introduce voice telephony services and
applications into the NPSBN.

4.1.6 Reference Point Descriptions

ZINational Emergency Number Association Technical Committee. NENA Functional and Interface Standards for
Next Generation4-1. Deember 2007. Version 1.0 (i3) at http://www.nena.org/?TechnicalStandards.
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4.1.6.1 Ref1- Reference point between Device and RANs

Ref 1 supports radio connections between Devices and the NPSBN RANSs via the 3GPP Uu air interface operating
in Band 14. This reference point supports all types of Devices and RANs permissible in the NPSBN.

4.1.6.2 Ref 271 Reference point between NPSBN Core and RANs

Ref 2 supports the backhaul connections between the NPSBN Core and RANS via the 3GRRISIMME
interfaces. The SWU interface carries User Plane traffic between the eNB aB¥WSThe SIMME interface
carries Signaling Plane traffic between eNB and MME.

4.1.6.3 Ref 31 Reference point between RANs and Commercial/PPP Networks

Ref 3 is similar to Ref 2 in that it supports the backhaul connections and it relies on the same 3GPP interfaces as
Ref 2. However Ref 8upports backhaul for RAN sharing scenarios implied by statute sections 6302(g)(1), which
states that fAé A State that chooses to build its own
consumers or offer wholesale leasing capacity ohtteork within the State except directly through puiplitvate

r

partnerships for construction, mai ntenance, operation,

6208(a)2(B) (i) which provides f or fsdorroepobicssafetyt o net wolr k

services éo
4.1.6.4 Ref 47 Reference point between NPSBN Core and Device

Ref 4 supports the Device Management and Device Location services of the NPSBN Core. Device Management
functions should minimally include inventory information real, configuration, lock and wipe, and firmware
updates. Device configuration should minimally include connection management aspects of LTE (e.g. APNSs),
application services, and additional access networks (e.g. WLAN). Device Location functions simimiallgni

include secure user plane positioning methods, multiple radio access technologies (e.g. LTE, 3G, WLAN), and
roaming support.

4.1.6.5 Ref5i Reference point between NPSBN core and IPX, DCH, and FCH service providers

Ref 5 supports roaming with commerciah@ce provider networks and potential Pulfidvate Partnership (PPP)
networks. Typical commercial network practice is to utilize third party service providers to support the roaming
functions; h o w e-to-@etwork iterfacesccantbe imgemecowithout the use of third party

service providers. Roaming functions include User Plane routing, Signaling Plane routing, and Transfer/Return
Accounting Procedures. User Plane routing is required for the S8 interface. Signaling Plane routinges fiiequir

the S6a and S9 interfaces. The Transfer Accounting Procedure (TAP) and Returned Accounting Procedure (RAP)
are required for the GSMA data clearing and financial clearing functions.

4.1.6.6 Ref 6- Reference point between Public Safety Application Network€?SANs) and NPSBN
Core or Existing Cores

Ref 6 supports public safety applications such as Computer Aided Dispatch (CAD) and Public Safety Answering

Point (PSAP) applications using the NPSBN. B@PPer encle

SGi interface, the BILL reference point, and a collection of Service (Srvs) oriented interfaces. The SGi carries User
Plane application data traffic between the public safety application servers and the NPSBN/existing Core. Within
the User Plane of 9Qusers authenticate to applications. In order to ensure interoperable access to applications a
common framework to identify users is enabled by using standlasisd identity protocols such as Security

Assertion Markup Language (SAML). The BILL interéacarries formatted charging detail records to enable

billing functions to be implemented as part of the application networks. The Srvs is defined in the present document
as a collection of miscellaneous interfaces to support NPSBN subscription progsiodidpplication

Programming Interfaces for applications to request QoS policy and charging control from the NPSBN/existing

Core. The Srvs interfaces may be specified by Standards Development Organizations other than 3GPP. The Rx
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interface enables applittans to request QoS policy and charging control from the NPSBN/existing Core.

4.1.6.7 Ref 7- Reference point between Nationwide Public Safety Application Network (NPSAN)
and NPSBN Core or Existing Cores

Ref 7 is similar to Ref 6, except that Ref 7 supports natide public safety applications such as Telephony and
SMS/MMS applications using the NPSBN. Reference point 7 is supported by the same interfaces as Ref 6.

4.1.6.8 Ref 8- Reference point between NPSBN Core and Public Internet

Ref 8 supports Public Internet assdo/from the NPSBN Core for User Plane connectivity with the NPSBN
Devices. This reference point is supported by the 3GPP SGi interface.

4.1.6.9 Ref 9- Reference point between Nationwide Public Safety Application Network and ESI
Net

Ref 9 supports9-1 calls giginated by secondary users on the NPSBN to be routed to the ESI Net. The ESI Net
completes the call routing to a regional PSAP. This reference point is not part of the NPSBN. It has been included
here to provide a complete landscape and illustratéaestips among networks which are peripheral to the

NPSBN.

4.1.6.10 Ref 10- Reference point between ESI Net and Public Internet

Ref 10 supports incident reports originated from Inteb@eted applications to be routed to the ESI Net. The ESI

Net completes the dabouting to a regional PSAP. This reference point is not part of the NPSBN. It has been
included here to provide a complete landscape and illustrate relationships among networks which are peripheral to
the NPSBN.

4.1.6.11 Ref 11- Reference point between NPSBN I8 Network and Public Switched Telephone
Network

Ref 11 supports Public Switched Telephone Network (PSTN) access for NPSBN UEs via a nationwide telephony
application and an interface between the telephony application and the PSTN. This reference pgatti®hthe
NPSBN. It has been included here to provide a complete landscape and illustrate potential relationships among
networks which are peripheral to the NPSBN.

4.1.6.12 Ref 12- Reference point between ESI Net and PSTN

Ref 12 supports routing-8-1 calls oiginated from the PSTN to regional PSAPs. This reference point is not part of
the NPSBN. It has been included here to provide a complete landscape and illustrate relationships among networks
which are peripheral to the NPSBN.

4.1.6.13 Ref 13- Reference point betwen ESI Net and Commercial or PPP networks

Ref 12 supports routing-8-1 calls originated from the Commercial or PPP Networks to a regional PSAP via ESI
Nets in accordance with the NENA i3 architecture. This reference point is not part of the NPSBNeklras

included here to provide a complete landscape and illustrate relationships among networks which are peripheral to
the NPSBN.

4.1.6.14 Ref 147 Reference point between Device Applications and Application Managers

Ref 14 supports download, upgrade, configuratiord deprecation of application software residing on Devices via
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application managers in the Nationwide Public Safety Application network and in the Public Safety Application
Networks. This reference point is not part of the NPSBN. It has been includetbhprovide a complete landscape
and illustrate relationships among networks which are peripheral to the NPSBN.

4.1.6.15 Ref 15- Reference point between NPSBN Core and Existing Core

Ref 15 supports Device access, mobility, and handover between the NPSBN Cexesting Cores.

4.1.6.16 Ref 16- Reference point between BEJTRANSs

Ref 16 supports inteeNB handovers. As such, X2 is beneficial only between eNBs that provide adjacent RF
coverage. As of 3GPP release 10, the X2 handover procedures are limited to cases WhHdEe ithanchanged
during the handover; that is, handover between eNBs which are connected to a common MMEbdsedS1
handover procedure is used when thebé8ed handover cannot be used.

4.1.6.17 Ref 17- Reference point between NPSBN IMS Network and NPSBN Core &xisting
Cores

Ref 17 supports IMS session and telephony services for the NPSBN Core and Existing Cores. Ref point 17 is
supported by the Cx, Gm, Mb, Rx, and Sh, interfaces. The Cx interface provides support for storage/retrieval of
IMS-related subscrifgn and routing information stored in the HSS. The Gm interface provides supportfor SIP
related signaling with the UE. The Mb interface provides support for bearer traffic between the UE and IMS
applications. The Rx interface enables IMS applicationsdqaest QoS policy and charging control from the
NPSBN or Existing Core. The Sh interface provides for storage/retrieval of IMS apphspgaific information

stored in the HSS.

4.1.7 Minimum Required Interoperable Interfaces and Standards

The table belovenumerates minimum interoperable interfaces and standards associated with the NPSBN. Note that
the standards referenced herein are relevant at the time of this writing. These standards are required to be supportec
as long as they are relevant to the NPSBblwever, it is recognized that standards evolve over time and hence it is
expected that the standards enumerated in this table may be deprecated and/or replaced in the future.
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Table 1: Minimum Interoperable Interfaces

Interface
Name Description Required Standards
3GPP TS 36.101, 36.104, 36.133,
. . 36.141, 36.201, 36.211, 36.212,
Uu Air Interface between Device (aka, UE) and eNB. 36.213, 36.214. 36.314 36.321,
36.322, 36.323, 36.331
Comprised of two interfaces: 81 user plandetween eNB and| 3GPP TS 23.122, 24.301, 36.410,
S1 S-GW; S:MME signaling plane between eNB and MME, UE| 36.411, 36.412, 36.413, 36.414,
and MME. 33.210, 33.310
S6a Signaling plane interface between MME and HSS. 3GPP TS 29.272
S5/S8 User plane interface bebgn SGW and PGW. 3GPP TS 29.274, 29.281
S9 Signalipg plgne interface between PCRF in home network a 3GPP TS 29215
PCREF in visited network.
S10 Signaling plane interface between MMEs. 3GPP TS 29.274
S11 Signaling plane interface between MME &GW. 3GPP TS 29.274
SGi User plane interface betweer@®V and external IP networks. | 3GPP TS 29.061
Gx Signaling plane interface between PCRF ar@\W. 3GPP TS 29.212,29.213
Rx Signgling plane interface between PCRF and external 3GPP TS 29.214
Application Functions.
X2 User plane and Signaling plane interface between eNBs. 3GPP TS 36.420, 36.421, 36.422,

36.423, 36.424

4.1.8 Recommended Requirements for Interface Interoperability

LTE interfaces evolve over time. Therefore in developing recommendatges on these evolving interfaces, it

is important to give precedence to standardized LTE interfaces that are deployed in commercial practice over those

that are earlier in the evolution process.
I nteroperability
available LTE standards will arise. To that end, in developing its recommendations, the Interoperability Board
includes the following methimlogy that prescribes precedence ordering for selection of standards and interface
specifications for use in the NPSBN. The intent of this precedence ordering is that succeeding steps are only

Boar d

executed when reasonable options do not exist with precstdipg.

Furthermore, as FirstNet designs and deploys the NPSBN, t
recogni zes

t he
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Table 2: Standards Implementation Methodology

Step 1. Implementation based on open, conse#imsed, noiproprietary, commercially
available standards, commonly used by commercial service providers

Step 2. Implementation based on open, cemsusbased, noiproprietary, commercially
available standards established for use by commercial service providers

Step 3. Implementation based on the development and adoption of open, corlsaseds
non-proprietary, commercially available standards within ggiped standards settin
organizations, through direct participation in these staneketling activities by
FirstNet

Step 4. FirstNet may implement a solution based on open specifications available to all
authorized parties

[1] Hardware and software systems coisipg the NPSBN SHALL implement interfaces consistent with
Table2: Standards Implementation Methodology

[2] Hardware and software systems comprising the NPSBN SHALhmstithe interfaces enumerated in
Tablel: Minimum Interoperable Interfaces

[3] Hardware and software systems comprising the NPSBN SHALL support management functions.

[4] Hardware and software systems comprising the NPSBN SHALL support APNs defined for PSAN
usage.

[5] Hardware and software systems comprising the NPSBN SHALL support nationwide APNSs for
interoperability.

[6] Hardware and software systems comprising the NPSBN SHALL eq@$ control for PSAMosted
applications via the 3GPP O6Rx6 interface.

[7] The NPSBN SHALL support IPv4, IPv6, and IPv4/v6 PDN types defined in 3GPP TS 23.401.

[8] The NPSBN SHALL support IPv4 and/or IPv6 transport for the EPS interfaces enumerbaddiitx
Minimum Interoperable Interfacesonsistent with the FirstNet design.

[91 Any sharing agreement that FirstNet enters into SHALL implement network sharing agcar@iGPP
TS 23.251 and SHALL NOT impact public safety operations.

4.1.9 NPSBN Services Offered to Applications

The NPSBN would benefit from implementing a set of common nationwide network services which can be
accessed by applications and used in a standdrohtmoperable manner. Examples of such services are Billing,
Short Message Service (SMS) messaging, Location, Presence, and Device Management. These services are
typically not directly visible to endisers, but rather made available to-esdr applicatins or administrativeiser
applications.

In the commercial service provider environment, these services are typically based on standards; however, each

network service provider tends to select unique standard options that best fits its needs. Asleresang

multiple standardd ased options to realize such s eofthéacretsd. For |t hi
practices that could be leveraged by the NPSBN. This situation will require FirstNet to select specific standards

based options tariplement these services. After specific options are selected, these services can be deployed while
maintaining interoperability within the NPSBN context. While not universal among service providers at this

writing, IMS offers a useful standards framewdok FirstNet to consider for implementation of these services.
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4.1.9.1 Billing Capability

The ability to receive billing information from the NPSBN will be essential to the success of the network. Public
Safety has unique charging scenarios (jurisdictional chgrgivestment credits, mutual aid, regional users, etc.),
and each local entity and/or regional entity typically sets its own policies for these charging scenarios.
Consolidated public safety systems (referred to in this section as regional entitiegedithe ability to efficiently

and accurately identify charges to the appropriate ffco:
Arebillingd of charges. I't is i mport analentitiesa(fforméi r st Net
TBD, but potentially TAP3 or CDRs) for all charges that will be passed on to these local/regional entities. It is

i mportant that this function be performed in the mos|t
costs

Billing becomes a technical requirement because of the way most consolidated/regional systems are funded. For
example, in the majority of state governments across the country, the IT organizations are established under a
chargebackfor-services modelThe agencies receive little or no funding from their respective Legislature, and
sustainability of the services offered is accomplished through a fee for service. IT organizations purchase or create
services at di sescedn toe dcédgptother castanerdase at 4 priee that covers their cost of
providing the service. Rates for services must comply not only with individual state laws, but with Federal OMB
Circular A-87 rules and regulations. These regulations assure that neétstath nor the federal government
customers pay more than their Afair sharedo of the char
organizations can identify the appropriate entity/person-tillce Currently, all state government Brganizations

are billing clients for network services that include data (broadband), voice and video. Additionally, several of these
same entities currently gl services for their state land mobile radio services.

The unique charging scenarios farblic safety are mostly ignored by servm®viderfocused billing vendors. In
fact, the current emphasis by commercial serpiceviderfocused billing vendors on retime billing, used today
primarily to enforce usage limits, is mostly unhelpfuptdlic safety.

The ability of local/regional entities to work with FirstNet to ensure billing is provided to meet their unique
environment will ensure that they can produce one integrated invoiees@eor peiagency for their public safety
LTE and othelocal Entity services.

Recommended Considerations

(2)  Billing information from the NPSBN SHOULD be provided to each local and/or regional entity for the
NPSBN services.

4.1.9.2 Location Based Data Capability

Location data should be accessible to appropriate apiplis and only the appropriate end users, as may be
authorized by management | evel policy. Location data a|
level command/control applications. UEs of future public safety networks should meet the isamemiocation

data information requirements (format and accuracy) as is applicable on commercial services networks in order to

retain a broad level of compatibility with incumbent systems.

The LTE standards support several methods of locating devices@BIS or network assisted calculation methods.
Use of a network assisted location service does not need to be limited to just working over LTE and can
additionally report location using 3G or Wi access. If additional location coverage is desired be@HS,

network assisted location will need to be part of an evolution plan for the network services layer.

There are several methods to implement the signaling of location information between the UE and the network. The
two methods generally implemented aomtrol plane solutions based on 3GPP TS 23.271 or a user plane solution
based on OMA (Open Mobile Alliance) Secure User Plane Location (SUPL). The user plane solution is referenced
from 23.271 but the details are covered in OMA specifications. A sgouicgder typically chooses a single
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method to deploy in their network.

Recommended Requirements

[10] The NPSBN SHALL include the capability to collect and convey UE location data to applications using
a standardized interface in near real time.

4.1.10 Network Applications
4.1.10.1 Recommended Minimum Requirements

A number of the applications specified by the National Public Safety Telecommunications Council (NPSTC)
Broadband Task Force indicated below can be supported witletbestiP data accedsa service that will be

available on all initial and subsequent LTE network deployments. In the commercial world, such applications are
known as fiOver the Top Applicat i on s-éffortlP dafaeervica wittputt o
requiring additional inter@tion effort at the network transport layers. Data applications currently used by public
safety agencies that run over commerci al service pr
Applications. 0 These appodtheqpuablicisadetysvireless broadband neswari,i | y mi
leveraging existing applications, procedures, processes and expertise. All Over the Top Applications can be further
enhanced through the use of priority services, services that require the exchange afjsigesdages between the

LTE network and application to allow the application to request a specific priority treatment. The use of Over the
Top applications will have an impact on network capacity requirements and perhaps other aspects of the LTE
network ast evolves. LTE is further anticipated to greatly increase mobile video usage within the public safety
workflow. Enhanced support for this and other applications through the introduction of QoS, priority services or
other supplemental security serviceattare required by public safety must be considered as part of the network
evolution plan.

Recommended Considerations

(3) The NPSBN SHOULD support existing Public Safety applications, deployed regionally or within
agencies.

4.1.10.1.1Internet Access

The NPSTC Broadbantiask Force report recommends that support of internet access be required on all LTE
networks deployed. This access can come directly or via access to a home network with internet connectivity.
Many of the home network services are only available ongbeay private network and would better be served
with private connectivity to the agency. Private connectivity allows for priority/QoS to be applied. Connectivity
through the internet normally implies best effort only.

Recommended Requirements

[11] The NPSBN SHALL be capable of providing public safety subscribers with access to the global
Internet.

41.10.12 nf or mati on AHome pageo

The NPSBN may be required to provide public safety a universal method to obtain a "home page" for visitors to the
system. This "hme page" will facilitate access to and distribution of available applications, alerts, incident specific
information, system status information, and information that the service provider deems important to share with
visitors to the system.
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Recommended Gwiderations

4 The NPSBN SHOULD provide a method to connect a [dev
pageo application is hosted with location speciffic

(5) The NPSBN SHOULD provide a method where rrmtefihome| pa
access network, other than the NPSBN. This is a recommendation that the home page be made available
and locatioraware while roaming or over .

6) The NPSBN SHOULD provide a specification for | ojcat
location.

4.1.10.1.3Field-Based Server Applications
Recommended Considerations

Public safety users have the need for client devices to consistently and continuously readiasedvapplications
that may be hosted in jurisdictional networks or accessible via the ghtdxadet. Fieldbased server applications
include, for example, Computaided Dispatch (CAD) and Records Management Systems (RMS).

(7) The NPSBN SHOULD support use of fiellibployed server applications.
(8) The NPSBN SHOULD support devices that are reachabltheiglobal internet and can be used to host
field based server applications (i.e. deployable servers).

4.1.10.1.4 Access to Responders under Incident Command System (ICS)
Recommended Considerations

(9) The NPSBN SHOULD allow the devices outside of their notjongdiction to connect to a local packet
data network and to the deviceds home packet dajt a

4.1.10.15St atus/ | nf oMt iIMers sTaYMB g O
Recommended Considerations

(10) The NPSBN SHOULD provide the ability for users to send geceive Short Message Service (SMS)
and Multimedia Messaging Service (MMS) messages.

4.1.10.1.6 PSTN Voice

PSTN Voice refers to the ability of the NPSBN to support telephony services; both-teeiitéile and mobile

to-land. Because LTE is a packatly technobgy, some form of additional voieaverIP technology is necessary

to support telephony services. While not required by the Spectrum Act, it is envisioned that the NPSBN will support
telephony services at some point in the future. Commercial service @ravigport for telephony services over

LTE is anticipated in the near future. However, as of this writing, commercial service providers in the U.S. have not
commercially deployed an LTE telephony solution, and thus it is not prudent to require FirsiNeamnce ahead

of commercial service provider deployments with this technology.

In addition, there may be several public safety specific issues which need to be resolved in order to provide PSTN
voice service via the NPSBN. Examples of these issues are:

1 Precedence of a 911 call vs. a first responder PTT emergency call
1 Endto-end signaling confidentiality to avoid exposing resporggescific information
1 Session continuity when roaming to avoid dropped calls
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1 Preemption of secondary users during congestiocliting 911 and CALEA calls)
1 Selective logging of calls for evidentiary purposes
1 NAT traversal across various network segments (includingd@} in the NPSBN

One application that warrants special attention when roaming is Voice over LTE (VOLTE). VOLTE can be used in

the NPSBN to provide cellular type telephony services similar to voice services provided today in commercial

mobile networks. Support of telephowoice services on the NPSBN has been called out in a number of

practionerd r i ven requirements efforts, i ncl udi®nNpteMORTETCo6s Br o
is distinct from the PTT/MCV application additionally required by public safety. T¥ois an IMS application as

defined by 3GPP TS 22.173 and follows the Al MS profifl e
roaming from the NPSBN to commercial LTE networks, a roaming user should be able to establish calls as long as

the roaming-TE network provides support for VOLTE. Note, if a user leaves the NPSBN while on a VoLTE call,

the call will drop, requiring the user to-establish the call on the roaming network. The initial application of

VOoLTE on the NPSBN will therefore be lessttional than the application of VOLTE in a commercial network

where a service provider can leverage techniques such as Single Radio Voice Call Continuity (SRVCC) to hand

over to other radio technologies. Consequently deployment of VOLTE may need forveaitgion to have

significant NPSBN coverage. Also, the new network may not have the bandwidth available to continue previous

services such as video sessions with the same QoS. Additionally the NPSBN may need to support E911 calling for
secondary usexd the NPSBN, including support for location, and possibly CALEA.

If roaming to noALTE commercial networks the user device will require the support of the appropriate voice
solution used in the specific network it is roaming onto in order to make cellpitelephony calls.

Recommended Considerations

(11) Voice Sessions SHOULD be handed off within the NPSBN with limited delay and loss of audio during
the transition. Because the devices and device capabilities for this feature will develop over time, this
feaure is a future evolution capability.

(12) The NPSBN SHOULD support Voice over LTE (cellular voice) capabilities using GSMA PRD IR.92.

4.1.11 Additional Recommended Reference Points and Standards

The table below enumerates additional interoperable reference pairgtaadards which are recommended to be
implemented within the NPSBN. These reference points are not part of the recommended minimal technical
requirements because they are either emerging at the time of this writing or have not been widely adopted in the
industry. When available, these interfaces should be implemented with open, cofiseeslsomproprietary, and
commercially available standards.

Table 3: Reference Points and Standards

Ref
Name Description Recommended Standards
Device Management services should comply with the following GDAA
Collection of Device requirements and Enabler Test Specifications (ETS):
related service interfaces
OMA supporting Location (LOC| { Basic proteol v1.2, Acc, Devinfo, DevDetail as specified in
services, and Device OMA-RD-DM-V1_2-20070209A (requirements)
Management (DM) OMA-ETSDM-V1 2-20110128C (enabler test spec).
services.
1 Firmware Update Management Object (FUMO) as specified in

2 NPSTC, Public Safety 700MHz Broadband Statement of Requireiin®etsion 0.6, November 8th, 2007.
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OMA-RD-DM-V1_2-20070209A (requirements)
OMA-ETSFUMO-V1_0-20101125C (enabler test spec).

1 Lock and Wipe Management Object (LAWMO) as specified in
OMA-RD-LAWMO -V1_0-20080616C (requirements)
It should be noted that LAWMO is an emerging specification and d
not yet have an associated Enablesflspecification which has been
approved for release. However, this should be adopted if/when sud
specification becomes available in the future.

9 Connection Management Object (ConnMO) as specified in
OMA-RD-ConnMOV1_0-20081024A (requirements).
It shauld be noted that although ConnMO has been approved for
release, it is comprised of a large number of optionalcsuponents
and it does not have an associated Enabler Test specification defir
FirstNet should develop certification spec that detailsdheired
ConnMO obiject instances.

Location Services should comply with the following 3GPP and OMA
location specifications:

1 3GPP TS 36.355 (LTE positioning protocol)

1 Secure User Plane Location protocol as specified in
OMA-RD-SUPL-V3_0 (requirements)
OMA-AD-SUPL-V3 (architecture)
OMA-ERELD-SUPL-V3_0 (enablers)
OMA-TS-ULP-V3_0 (user plane protocol)

1 Mobile Location Protocol services as specified in
OMA-RD-MLS-V1_3 (requirements)
OMA-AD-MLS-V1_3 (architecture)
OMA-ERELD-MLP-V3_1 (enablers)
OMA-LIF-MLP-V3_3 (mobile location protocol)
OMA-TS-LPPeV1_1 (LPP extensions)

Server Side QoS Interface
for LTE Aware
Applications

Applications that require/desire specific bearer QoS or priority should U
the Rx interface. API services for Wilasedapplications should comply
with the emerging open, consendigsed, nofproprietary, commercially
available standards.

Server Side QoS Interface
for Over the Top
Applications

These applications are outside the scope of this document, and can cg
to use the interfaces used today.

Srvs Subscriber Provisioning
services

Subscriber Provisioning enables subscriptions to be added, modified, ¢
deleted from subscription databases within the NPSBN/existing Cores,
Subscriber Provisioning includes provisionimgrtals which enable agenci
to manage subscriptions for their users. These capabilities are not sup
by commercial standards. Therefore, NPS&ecific interfaces will be
required to support this functionality.

Identity Management and

Public Safety applications should utilize a standardized framework for
identity management based on the Security Assertion Markup Langua
(SAML). SAML identity federation profiles enable users to strongly

authenticate to applications areth based on application policies users

Identity Federation be authorized to appropriate levels of access within the application. Th
SAML v2.0 is recommended and associated specifications are located
http://docs.oasi®pen.org/security/saml/v2.0.
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The core SAML speféication is Assertions and Protocols for the OASIS
Security Assertion Markup Language (SAML) V2.0, OASIS Standard,
March 2005, located at
http://docs.oasie®pen.org/security/saml/v2.0/sacbre2.0-0s.pdf
Transferred Accounting | GSMA BA.127 Transferred Account Procedure and Billing Information
TAP/ Procedure / GSMA BA.13- Returned Account Procedure
RAP Returned Accounting GSMA TD.57- Transferred Account Procedure Data Record Format
Procedure Specification Version Number 3
BILL Accounting andCharging | The accounting and charging data record interface is specified in 3GP
Data Records 32.297 and 32.298.
Collection of interfaces | The IMS interfaces Cx, Gm, Mb, and Sh are specified in 3GFP3.228
IMS supporting the IMS Sessic
and Telephony services.
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4.2 User Equipment and Device Management

Interoperability in the areas of user equipment and device management is important to the success of the NPSBN.
The ability to use devices across the different types of broadband networks (e.g. BREBBMMmMercial Roaming
Partner networks) is critical for ubiquitous first responder broadband capabilities. The ability to procure mobile
broadband devices from a variety of sources will yield significant cost, functional, and performance benefits. The
ability to remotely manage devices ovie-air will simplify operations related to devices.

4.2.1 User Equipment
4.2.1.1 Standards

3GPP provides extensive standards relevant for LTE devices and necessary for interoperability over reference point
1 (see Sectiod.1.6.]).

Recommended Requirements

[12] All User Devices (UEs) deployed on the NPSBN SHALL conform to the 3GPP Release 9 Uu interface
enumerated ifTable1: Minimum Interoperable Interfaces

[13] All User Devices (UEs) deployed on the NPSBN SHALL conform to the 3GPP TS 36.306 UE Radio
Access Capabilities, Release 9.

4.2.1.2 USIM/UICC

In the network architecture of 3GPP, user equipment devices, or user equipment (UE), consist of at least two
physically separate elements. The first element is a physically secure éleaneintegrated Circuit card, or smart
card, called the Universal Irgeated Circuit Card (UIC@) that hosts authentication applications, such as the
Universal Subscriber Identity Module (USIM), used for accessing services provided by the mobile network. The
second element is Mobile Equipment (ME), which includes the ratid@ce and other mobile network access
functions.

FirstNet should leverage existing UICC IOT standards as described by 3GPP PCS Type Certification Review Board
(PTCRB) and add specific test cases to enable any specific baseline standardization $okhESBT

applications that run oany UICCthat will beinstalled in a public safety device. This will enaplélic safety

entities to source their own UICC (SIM cards) independeantty thuswill avoid the creation of single source

(monopoly) and any peeived bottleneck®r UICC availability.Such a process will also alladve market forces

to drive thecost of UICC while making sure thel CC elementdave been completely tested to work in

commercial service provider networks ahé NPSBN.

Recommendé Requirements

[14] All User Devices (UEs) SHALL support interworking of the device with the USIM/USAT applications
on the UICC in accordance with the relevant 3GPP 31.101, 31.102, and 31.111 standards.

4.2.1.3 Roaming

FirstNet subscribers should be able to obtainiseron commercial LTE and 2G/3G networks. FirstNet should
establish interoperability requirements related to band class support and network selection for selected classes of
UEs. For example, FirstNet might specify handheld User Devices should supplartS2diety LTE, one or more
Commercial LTE band, and either 3GPP or 3GPP2 bands. These requirements should be verified during Device
Certification as defined in Secti@n3.2

FirstNet should ensure that its devices enable FirstNet to enter roaming agreements aipdipatelipartnership

Final Report Page47 of 100 May 22, 2012



Recommended Minimum Technical Requirements to Ensure Nationwide Interoperability for the
Nationwide Public Safety Broadband Network

arrangements with any commercial service provider and allow FirstNet users to obtain service in those commercial
networks. A device that is capable of obtaining such service in certain bands shall operate on all FirstNet roaming
partner networks operating in those bands and not be locked to a subset of FirstNet roaming partner networks
operating in those bands.

Recommended Relirements

[15] All User Devices (UEs) deployed on the NPSBN that support roaming onto commercial LTE networks
SHALL operate on any FirstNet roaming partner network using bands supported by the device.

4.2.1.4 Public Safety Specific Device Performance

Sectiond.6 outlines the Grade of Service required for public safety, including coverage areas for the NPSBN. In
order to meet the necessary grade of service, public safefg&ntiy require devices with higher than typical

transmit power (e.g. vehicular modems) to expand coverage and minimize the required number of eNBs. This can
also have an impact on Grade of Service for low power UEs.

The need to support a mixture of highd low power mobile broadband devices creates unique coverage, capacity,

and interference scenarios for the NPSBN. These issues are unique to public safety broadband and not typically
experienced in a commercial service provider LTE deployment, thusirggspecial consideration by the FirstNet.

Recommended Considerations

(13) The NPSBN SHOULD allow the integration of high power LTE UEs as they become available, based
on the methodology containedTiable2: Standards Implementation Methodology

4.2.1.5 Future Readiness
It is widely accepted that migration to IPv6 is inevitable for the NPSBN.
Recommended Requirements

[16] All UEs SHALL support dual IPv4/IPv6 stacks.

4.2.2 DeviceManagement

4.2.2.1 Overview

The ability to remotely manage devices atlez-air will simplify operations related to devices. Commercial LTE
service providers use a variety of commercially available, stantiaksd solutions for device management.
FirstNet shouldollow this service provider model.

It has not been determined how device platform management and device application management responsibilities
will be divided between FirstNet and the public safety entities. The possible divisions of responsihilitg:in

1 All DM capability is performed by FirstNet, including device platform management and device application
management.

1 All DM capability is performed by the public safety entities, including device platform management and
device application management.

1 DM capabilities are divided between FirstNet and the public safety entity. For example, the NPSBN might
be responsible for managing a device platform and set of national applications, while the public safety
entity is responsible for managing a set @flloapplications.
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The division of responsibility between the public safety entity and FirstNet as well as the specificity of standards
prescribed is still to be determined. The DM solution should provide the necessary interoperability to support the
threedevice management models outlined above.

4.2.2.2 Standards

Recommended Considerations

(14) User Devices and Device Management solutions SHOULD support remote management capabilities
overtheair, including software update, discovery, device platform configuration, lodkck, wipe,
and security configuration.

4.2.2.3 Application Management

As stated in the overview, no determination has been made regarding the divisions of responsibilities between the
FirstNet and the local entities for managing applications in devicesdsbgthe NPSBN. In order to ensure an
interoperable application management capability between the NPSBN and the local entities, FirstNet should define
and verify the mechanisms that enable application management by the local entity. Issues thdefafiore

include security requirements, transport requirements, and the method for binding applications to local APNs.

Recommended Considerations

(15) The software systems that comprise the NPSBN SHOULD support the ability to enable local entities to
install, update and manage their own applications. This may include security, transport and local APN
provisioning.

4.2.3 Subscriber Provisioning

Subscriber management is a critical function of any service provider and is especially important in the NPSBN,
whererapid and reliable provisioning of the network and first responder devices is a fundamental capability. While
subscriber management is generally considered an operations issue, the subscriber provisioning task must function
across the NPSBN and localtiéyndomains and hence impacts interoperability.

It has not been determined how subscriber provisioning will be performed in the NPSBN. FirstNet must provide a
mechanism for local entities to independently add and manage subscribers. Independémtisoizsagement by

local entities requires a point of interoperability between the NPSBN and the local entities. It is imperative that the
NPSBN includes an interoperable subscriber provisioning function in order to guarantee timely and reliable
addition, modification and deletion of subscribers to the NPSBN by the local entities.

To facilitate external provisioning capabilities, a subscriber provisioning interface should be published and version
controlled by FirstNet. This enables end to end provisgregardless of the divisions of responsibilities between
FirstNet and the local entity when provisioning subscribers. These interfaces must be verified during
interoperability testing.

Recommended Considerations

(16) The software systems that comprise dfigSBN SHOULD provide published and versioontrolled
subscriber provisioning interfaces to enable-emdnd subscriber provisioning by the local entities.
These interfaces SHOULD be verified during interoperability testing.

Final Report Page49 of 100 May 22, 2012



Recommended Minimum Technical Requirements to Ensure Nationwide Interoperability for the
Nationwide Public Safety Broadband Network

4.3 Testing
4.3.1 Testing Overview

FirstNet wild.l be deploying a new technology (LTE) wi
Within the network, it is necessary that many elements connect with one another, and each one of these connections
must meet a minimum set gecifications to ensure it can interwork with all others. Within the high level 3GPP
diagram illustrated ifrigure3 there may be multiple vendors supplying the @spripment (UE), the operating
system (OS) on the UE, applications that run on the OS on the UE, eNB antenna electrieilt dontnollers,

EPCs, etc., all the way to the application servers and everything in between. The ability to provide gealatitativ
for FirstNet for each of these interconnections among network interfaces should be determined by a specific and
thorough test regimen that ensures not only interoperability but also operability of the network.

This of cour se dypmesernbeyuipmentsdapioged in theanetwoekvtself has been tested.
Instead, it is expected that a representative model of equipment has been tested and passed in a controlled
environment under predetermined test conditions, before other models ainthéypa can be deployed in the
network.

Application

Figure 5: Testing Regimen

Testing can be patrtitioned into different categories. The entire LTE network or system level tests comprise three
main subcategories of testing: 1) Infrastruce; 2) Devices; and 3) Nationwide Applications. To be able to

perform eneto-end systentevel tests, each one of the primary subsystems within the network needs to be tested at
multiple stages. In order to maximize cost savings, the NPSBN should lewestigg conducted by vendors and
existing commercial certification processes.

I't should also be recognized that testing is an ongo
bug fixes, new feature releases and introductions, standpdadses, new vendors, and many other factors require
continual testing to ensure network operability and interoperabHitlyure6 below depicts this testing lifecle.
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PRequirements w ( PDevelop Test Cases
Aqaly_ss _ PRegression testing
PPrioritization FQuality Assurance

PDefine feature sets

Planning Testing

OA
PField Trials
A_ab Trials

Friendly Users
HFOA/Field Trial)

Figure 6: Testing Life Cycle

4.3.2 Device Testing

Commercial network service providers perform several different types of tests on devices they are deploying to
ensure that they provide operability within their network andapterate with their roaming partners, which

potentially are operating on different frequencies and/or radio access technologies (RAT). To avoid unnecessary
overhead and adversely impacting device availability and/or device interoperability with commetre@ks,

FirstNet should align with the existing certification processes used by the commercial LTE community. FirstNet
should avoid creating a parallel process duplicating already existing test activities and should seek to complement
these activitiesy where and if required.

There are several steps involved in device interoperability and testing in the commercial LTE desicsterno
GCF/PTCRB, Device 10T, regulatory certifications (e.g. FCC part 90), infrastructure vendor IOT and service
providerfield verification. The service provider does not typically handle the first three steps, but the service
provider is presented with the results of the testifige field verification is service provider specific. A subset of

test cases, based on the BREdevice profile, is used to validate the service provider specific situatiorstNet

should define the NPSB#specific test scenarios and consider the following testing areas for all devices allowed on
the network.

4.3.2.1 Device Conformance Tests

Conformanceesting that utilizes independent test organizations such as GCF or the PTCRB should be the first
level of testing required. The conformance testing currently evaluates the Device Under Test (DUT) against a
validated test platform. These tests evaludeRadio Resource Management, and Protocol Signaling
conformance to the 3GPP standard. Additionally, other tests can be added at the request of FirstNet, however, these
additions should be minimal as not to require extra cost and time. These typés aduésbe additional RF
interference testing, or any physical layer test FirstNet may require.

The partners FirstNet utilizes may require optional testing for other networks such as EVDO or HSPA. These tests
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should be at the discretion of FirstNet.

4.3.2.2 Device Interoperability Tests

Interoperability between a specific device and multiple infrastructure vendors also must be tested before devices are
deployed in a mixedendor network. FirstNet should adopt a similar process leveraging interoperability tests

performed by vendors and industry associations such as the CTIA LTE IOT Program (CPWG1)10B#inhg

developed by the CTIA Certification Program Working Group, the LTE IOT Program would be appropriate to

consider. This would assure FirstNet that a némtipduced device from a device vendor will interoperate on all

of its chosen infrastructure vendors and its commerc|i al
users, intelL TE (other bands) and intd& AT could also be part of this tesg.

4.3.2.3 Device System Tests

Once conformance and interoperability testing is completed, another set of testing is performed before approving a
device on the network for operation. The following is an example of the testing that commercial service providers
perform on their devices as part of their certification process. Before launching a new device or allowing it to
access the network, FirstNet could adopt a similar certification process based on NPBSN defined device testing
requirements. It is recommenddubse testing requirements be included in addition to full lab conformance testing:

SafeFor-Network Test Plan

Field Test Plan

Common Services Test Plan (e.g. SMS, VoLTE, PTT)
Data Retry Test Plan

E ]

4.3.2.4 Device Ancillary Function Tests

Additional device testsould be performed to test the ancillary functions within the device. Other radio access
technologies may be implemented within a FirstNet device. If the device utilizes these technologies it is suggested
that they are tested. Below is an example listavice ancillary features and their respective testing or test
organization:

f Bluetooth- Bluetooth Qualification Requiremeftsestablished by the Bluetooth Special Interest Group
(Bluetooth SIG)

f Wi-Fii Use WiFi Alliance® test plarf§ to have certifiedVi-Fi connectivity

1 Universal Integrated Circuit Card (UICEWSIM/ ISIM applications on the UICC according to 3GPP TS
31.121 and TS 31.124

1 Location Based ServicésTest to selected LBS specifications, e.gGRS using 3GPP TS 34.171 and
3GPP TS 51.01Q.

4.3.2.5 Requirements for Device and Device Management Testing

[17] Prior to IOT and Systerhevel testing UEs SHALL have already met 3GPP conformance and
certification requirements per an independent conformance testing organization (e.g. PTCRB).

[18] Prior to operational@ployment on the NPSBN, UEs SHALL have passed Firstégtired
Interoperability Testing (e.g. using a subset of applicable test cases from CTIA IOT and UICC

Bnttps://www.bluetooth.org/login/default.aspx?ReturnUrl=/technical/qualificatguirements.htm

2http:/lwww.wi-fi.org/certification/programs
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functional test cases, vendor IOT or similar commercial LTE industry practice).
[19] Prior to operatioal deployment on the NPSBN, UEs SHALL have passed Firggtired UICC
functional testing.
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4.3.2.6 Device Test Life Cycle

This section is aexample of the potential device testing life cycle that could be implemented by FirstNet.

Device- Regulatory, LTE
Conf or mance,

Certi

FCC Emission
Certification 7
executed at FCC
approved labs.

3GPP Compliance
I executed at
approved labs.

Other RAT,
Compliance (3G, Wi
Fi, etc.)i TBD by
FirstNet.

Device + EPS 10T UE + EPS 10T on UE + EPS IOT on 6. UE + EP
Network Vendor #1 Network Vendor on Network
T TBD by FirstNet. #2-TBD by Vendor #n7 TBD
FirstNet by FirstNet
End-to-End Validation Tests Safe For RF, Throughput, other FOA i
Network i components and executed at PS
executed at accessorie$ TBD by agency TBD
approved lab(s) FirstNet by FirstNet
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4.3.3 Infrastructure Testing

Within the LTE network, the system is often split into the Radio Access Network (RAN) and Evolved Packet Core
(EPC). Entities outside of tHePC are often considered part of the Packet Data Network (PDN) and can consist of
the IP Multimedia Subsystem (IMS), APN servers, Device Management (e.g. OMA DM), IP eXchange (IPX) or
essentially any other ancillary systems that are outside of the t@@&#® LTE diagram [ref 23.40%] Each of

these systems have specifications or reference implementations within their appropriate Standards Development
Organizations (SDOs) such as 3GPP, IETF, and OMA. Due to the vast number of available interfa@es and th
complexity required to address all of them, the context for this section will be to determine what types of tests
FirstNet should require of their vendors.

It is suggested that a set of etodend call flows for different scenarios be developed irjuartion with the

infrastructure vendors to facilitate better interoperability between the different network elements and the UE. This
should be only distributed to infrastructure and trusted UE / chipset vendors under Non Disclosure Agreement
(NDA). This will help to drive additional test cases for interoperability.

4.3.3.1 Infrastructure Interface Conformance Tests

These tests will assure that the subsystem under test conforms to the specifications for that equipment. An example
of this would be tests develaghéor the EPC S5 interface to verify conformance to 3GPP specifications. The

interfaces are usually divided into the user plane (payload) and control plane (signaling). Both portions of the
interface should be tested but typically the primary focus ih@msignaling portion within the interface. Some

interfaces such as the Uu (air interface) have unique physical layer traits that should be tested in a manner similar to
the aforementioned device testing.

4.3.3.2 Infrastructure Interoperability Tests

These testfocus on the evaluation of how different vendor network elements interact with each other. In theory, if

the specifications are written perfectly and i mpl ement
interoperability testing (I0T) wald not be required. In practice, vendors often interpret specifications differently,

are at different versions of the specification, or have implemented proprietary methodologies that may not allow
interoperability among vendors. An example of IOT #&itey the S6a interface between the MME and HSS from

two different vendors.

Interoperability testing allows the network to support multiple vendors between specific interfaces. This would
allow FirstNet to leverage competition within the elements ohttevork and provide more choices for a eost

benefit of features and price among different companies. Several different organizations such as the Multi Service
Forum (vww.msforum.or and the Network Vendors Interopbility Test Forum www.nviot-forum.org provide

a framework for system level IOT on LTE systems and can be leveraged for use by FirstNet to engage in this type
of testing.

4.3.3.3 Infrastructure Performance Tests

In order b determine how well a subsystem performs, where the limits are for scaling, and to ensure reliability, it
becomes necessary to test to evaluate the peak and loaded performance of the subsystem. This data can be then
used to check system reliability, gaugervice level agreement (SLA) requirements and load balance the network.

An example of testing for this would be simulating several thousand cells on an MME and increasing the calls per
second until failure. The Interface Conformance Testing refeorbdlow includes testing of each type of interface
deployed per vendor. Subsequent quantities of this same equipment are not tested prior to deployment.

2www.3gpp.org/ftp/Specs/htrihfo/23401.htm
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4.3.3.4 Recommendations for Infrastructure Testing

Recommended Requirements

[20] Prior to operational deploymenthahe NPSBN, infrastructure equipment SHALL have passed FirstNet
required Interface Conformance Testing (e.g. testinyl®E conformance to 3GPP) on the interfaces
specified by FirstNet.

[21] Prior to operational deployment on the NPSBN, infrastructure equipBt®ALL have passed FirstNet
required Interoperability Testing at a system level as per the specific IOT requirements for the NPSBN.

Recommended Considerations

(17) Prior to operational deployment on the NPSBN, infrastructure equipment SHOULD have passed
FirstNetrequired Performance Testing of individual interfaces, nodes and overall system as per the
specific performance requirements of the NPSBN

4.3.3.5 Network & Network Elements Test Life Cycle

This section is an example of the potential infrastructure testing life thatleould be implemented by FirstNet.

Network Element - Regulatory, LTE FCC Emission )
Conformance, Certil|| Certification i 3GPP Compliance
executed at approved I shall be executed
Statement of compiance lab or by the vendor by the vendor.
& submitted to FCC.

End-to-End Multi -Vendor IOT and ATP - RF, Multi -Vendor FOA i executed
Controlled Field User Trial. Throughput, IOT i executed at FirstNet site
Mobility,etc. 1 by a FirstNet location(s)
executed by the approved lab.
vendor at
FirstNet site
location
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4.3.4 Nationwide Application Testing

Application testing for mobile devices is a complicated task since LTE devices will be in multiple forms such as
USB dongles, vehicle modems, and Smartphones. These devices typically different operating systems,
including Android, Windows 7, Symbian, and iOS. Typically commercial service providers utilize a common
connection manager to provide a common user interface across multiple hardware platforms and Operating
Systems. Br example, a video client on an Android Smartphone and on a Windows 7 embedded modem laptop
may operate similarly to the end user but the way they operate to access the QoS to the network is typically
operating system and connection manager dependent.

FirstNet may establish specific Application Programming Interface (API) specifications for applications on the
network such as Pusfho-Talk (PTT). The reason for developing the API specifications is that the PTT application
may have specific parameters asgid to it for quality of service (QoS), APN usage, encryption and other
application specifications. Application treatment is necessary for FirstNet users; therefore, each FirstNet software
application for nationwide use (e.g. PTT, VOLTE, SMS) utilizedhertetwork should pass through a set of tests to
ensure it works properly on the device and does not cause unnecessary harm to the network. Most commercial
service providers require application certification. FirstNet should employ similar requirefiestig to the API

for security issues may help prevent security issues that could be introduced into the network. Other local
jurisdictional software applications are not mandated to pass this testing but it is highly recommended that this type
of testng be performed to prevent network issues. FirstNet should consider developing a software applications
development guideline, to be used by all software applications deployed on the network, to prevent unintentional
net work degradation. o

4.3.4.1 Recommendations ér Nationwide Application Testing

(18) Nationwide applications on the NPSBN SHOULD have passed Firstigdaired security testing to
proper security levels (e.g. Criminal Justice Information Services [CJIS]) to ensure protection of
FirstNet and public safety farmation.

4.3.5 System Level Testing

System testing is often called etwdend testing and typically involves all the components of the network. After all
subsystem testing is completed, FirstNet may require that the entire network or major subsystentsdggiua t
series of tests to determine if the functional or systems level requirements for the system have been achieved.

Typically this type of system testing takes place in the form of a First Office Application (FOA) test process. The
FOA test case del@ment is a collaboration between the vendor(s) and FirstNet. The FOA performs the following
functions:

Validates that products (equipment & software) meet the test and functional requirements

Evaluates new features and functionality in customer envieohm

Provides essential design feedback between vendor, FirstNet and end customers that will provide quality
assurance

= =4 =

4.3.5.1 Recommended Requirements for First Office Application Testing

[22] Infrastructure deployed on the NPSBN SHALL be included in the Firatpired FOA process as
part of the NPSBN deployment.
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4.4 Evolution
441 Overview

Section 6206 of the Spectrum Act defines FirstNetds
maintenance of the NPSBN. These duties include the need to update andstabisshed policies established to

take into account new and evolving technologies. It is essential that interoperability is maintained as evolution of
the NPSBN occurs throughout its lifetime. Wireless service providers typically maintain an organizatio
responsible for establishing network evolution plans and corresponding development and execution strategies.
FirstNet will own that responsibility for the NPSBN.

An important element of the policies surrounding development of the NPSBN is establista@aetwork

evolution framework that will enable public safety officials to leverage the technological advancements that

regularly occur in the wireless industry. This provides assurance that first responders will have access to the most
advanced commugeiations capabilities possible and that the nationwide public safety wireless broadband network

will keep pace with innovations occurring in the private sector. Successful network evolution necessitates striking a
suitable balance between the risks, beseditd costs of adopting or not adopting new technologies as technologies
and mission requirements evolve. Toward this end, the recommendations provided in this section are intended to
help ensure the United St at es 6efféctnely, anedinacpst dieienpramere P r
take advantage of new technologies in a way that best supports public safety mission requirements and sustains
nationwide interoperability.

4.4.2 Evolution Scope

The NPSBN evolution plan can be tracked across theddlyat comprise the network. Products will clearly fall in
a single layer of the network. System features will require coordinated work across multiple layers. The following
graphic shows the network layers and the scope of planning for network evolution:

Network is an

enabler for regional

applications. Apps Regional National
are out of scope, Applications || Applications

network enablers are
in scope.

Roadmap for FirstNet
Network to develop with PS
Services community input

In scope for initial Network
network and orgoing (EPC)
network evolution

Network
(RAN)

Devices/
Clients

Figure 7: Network Evolution Planning
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Planning forcoverage, capacity, security and network resilience are additional aspects of the overall plan. Coverage
typically impacts only the RAN. Capacity, security and network resilience impact the infrastructure used to provide
the network, network services angpédications.

4.4.3 Future Applications and Network Services
4.4.3.1 Interoperability with Land Mobile Radio Systems

Networks that provide voice service as an application should provide voice interoperability interfaces to existing
agency LMR systems in the area servedhe broadband network. Public Safety users on such home or visited
networks should be able to call or hail an authoritative dispatch agency or control point using the broadband
network subscriber device with microphone and speaker femayoaudio, andalk or be connected to other

serving agency voice communications resources. Because the devices and device capabilities for this feature will
develop over time, this feature may be considered a future requirement.

Recommended Considerations

(19) The NPSBN SHOUD allow for connection and operation of-lRased LMR voice interoperability
gateways using open interfaces as they are developed.

4.4.3.2 Oneto-Many Communications across All Mediai Future Requirement

To ensure nationwide interoperability, the NPSBN shoutlole oneto-many communications capabilities to

users within and outside of their jurisdiction (e.g. responding in mutual aid). These communications capabilities
should extend from voice, as commonly used in traditional land mobile radio systemsntessaging, to video,

and other forms of data communications. Because the devices and device capabilities for this feature will develop
over time, this feature may be considered a future requirement

Oneto-many communications could be built utilizing evetMultimedia Broadcast Multicast Services (eMBMS).
eMBMS is standardized in 3GPP and designed to provide efficient downlink (aka, download) delivery of broadcast
and multicast services. However, eMBMS is unique in that it requires additional EPS funationgerfaces to

support the service and also has impacts to the UE equipment as well. The basic eMBMS service was first
introduced in 3GPP Release 9 and has been enhanced in release 10 and 11. As such, eMBMS is a relatively new
technology and has nottyeeen widely deployed in commercial networks. Current target commercial applications
include mobile TV and radio broadcasting, as well as file delivery and emergency alerts. Future target public safety
applications may include grotgriented multimedia @ad PTT communications, which could be useful for incident
scenarios involving large numbers of NPSBN users who are concentrated in a relatively small geographic area.
Obviously a service like eMBMS poses the potential to introduce interoperability igsapstg crossnetwork /

UE implications and relative immaturity. We stop short of requiring that eMBMS be implemented in the network,
because the delays in availability of final standards and subsequent implementation could unnecessarily delay the
constriction of the NPSBN.

When eMBMS becomes available and sufficiently capable to support public safety applications, its deployment in
the NPSBN should be based on 3GPP standards (R9 or its future successors). Additionally, eMBMS will need to be
deployed ubigitously across the NPSBN in order to provide interoperable services to all NPSBN users. eMBMS
would constitute a significant technology enhancement, and as such should be carefully planned and coordinated
across the NPSBN. To ease in the transition, itriratire equipment which is initially deployed into the NPSBN

should be upgradable to support eMBMS in the future.

The NPSBN equipment should support eMBMS, when useful and practical, based upon 3GPP standards (current
and future evolutions thereof). Teetlextent that 3GPP standards do not fully specify all interoperable aspects of the
eMBMS service (e.g. application APIs and / or interfaces to access the capability), then those aspects should be
based on open, consendagsed, noiproprietary, and commeigdly available standard interfaces.

Final Report Page59 of 100 May 22, 2012



Recommended Minimum Technical Requirements to Ensure Nationwide Interoperability for the
Nationwide Public Safety Broadband Network

4.4.4 Evolution of LTE

Driven by needs of the commercial wireless market, evolution of LTE standards proceeds incrementally over a

series ofeleasesEach release of the LTE standard provides a new set of featussgiaed by the market, and a

consistent set of specifications from which implementers can build products. New releases of the standards are
developed to maintain backward compatibility: LTE user devices built to earlier releases will continue to operate o

net works supporting |l ater releases of the standard bjut
functionality. Development of each release specification occurs incrementally over three distinct stages, allowing
different releases the developed in parallel:

1 Stage 1 specifications define the service requirements from the user point of view.

1 Stage 2 specifications define an architecture to support the service requirements.

1 Stage 3 specifications define an implementation of the artinieeby specifying protocols in detail. In
addition, specifications related to the testing of each feature are developed in stage 3.

The standardization process ensures development of a consistent set of specifications from which implementers can
build praducts.

4.4.5 Roadmap

To track the evolution of the network, a roadmap for introducing functions into the network is required. The
roadmap should track feature availability from vendors, integration testing across vendors, planned market
deployment and generavVailability across the network. The roadmap is used to show services available to end
users in the near term and is used to show need to vendors for longer term items. An open roadmapping process
allows both network users and vendors to understand thenttnigh level plan for the network. A key continuing
output of the governance of the network is maintenance of a roadmap.

Recommended Considerations
(20) The NPSBN SHOULD be constructed and evolved in adherence to ayemltioadmap.

This practice is typidaof service provider networks and is important to interoperability in that it presents users with
foresight of new services and network capabilities as well as plans for elimination of capabilities. This practice is
important to the RFP process to allogugoment proposed to be sized for anticipated new features where possible.

4.4.6 Evolution Framework

This section outlines the major considerations that FirstNet should take into account in planning the evolution of the
network.

4.4.6.1 Commercial Technology

There is anntrinsic tradeoff between capability/currency and stability/predictability in the adoption of new
technology (a risk vs. reward tradeoff). On the one hand, staying current with commercial technology provides
public safety with economies of scale, intexgghility and besin-class technology. On the other hand, the standard
of reliability and predictability for technology that is used in mission critical situations must be absolutely
predictable and reliable. Since the public safety wireless broadbamarketill employ a commercial technology
(LTE), it is important for the network to keep pace with industry advances but in a measured manner. To maximize
the stability of the technology, the timing of rollout of each increment (e.g. 3GPP Releases)abtpckhould

lag that of the commercial marketplace, allowing public safety to take advantage of the vast amount of testing
performed by commercial service providers. While this may be prudent in order to ensure adequate technology
maturity, it may also bdictated by sheer logistics. The challenge here could be to ensure that funding sources are
sufficient to keep up with the pace of commercial technology adoption (albeit somewhat phase shifted to allow for
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maturation).

The 3GPP specification process foFEE ensures backward compatibility from one LTE release to the next. 3GPP
specifications do not require instantaneous synchronization of LTE releases across different networks. Not all
portions of the standard are being implemented by vendors and the cdahsenvice providers; furthermore, not

all service providers are implementing the standards in exactly the same ways (e.g. some optional features maybe
selected by one service provider and not another) or in the same timeframes. Introduction of ninlitjesapa

require complex coordination across networks and devices. For example, eMBMS requires changes to the
infrastructure (EJTRAN and Evolved Packet Core) as well as to device chipsets and software. Taking advantage
of this new network functionality nyarequire extensive network software upgrades, deployment of new network
equipment, and replacement or reprogramming of user devices. FirstNet and public safety should review the
specifications in conjunction with vendors and network service providelstéomine a feature/function set that

best suits public safety.

FirstNet will be responsible for mandating any of the LTE standards as network requirements. FirstNet should, in
complementing network evolution, consider existing infrastructure deploymedtassimilate them into the
evolution of the nationwide network.

Recommended Considerations

(21) Infrastructure equipment procured for the NPSBN SHOULD support backwards compatibility with
deployed LTE devices.

(22) Infrastructure equipment in the NPSBN SHOUL® dpgradeable to minimally two major 3GPP
releases (i.e. n+2, where n is the release available at deployment provided that the equipment does not
need to implement a new air interface specification)

4.4.6.2 Compatibility

As commercial technology evolves, new daipties are introduced. Public safety jurisdictions will need to
determine what new capabilities they would leverage for its applications, plan an introduction roadmap, and also
ensure that uses of earlier technology is not compromised. This primaedysafibur aspects:

Application to Application : This involves ensuring that devices/clients are compatible with other corresponding
devices/clients (peer to peer) as well as between the device/client and the network components of the application
(e.g. deuvie client to application server such as a database).

Device to Network This is the area of most scale and individual impact. The evolution plans must consider the
useful life / support window for devices on the network and plan the introduction of nevokegy to
accommodate this compatibility window.

Network Element to Network Element: This comes into play as new capabilities are introduced into the network
and the updates involve more than one entity in the network and thereby implicitly impacetfaeast between
network elements. Introduction of new capabilities (software or hardware) may need to be coordinated to ensure
that all impacted elements are properly orchestrated and supported.

Network to Network: There are three main areas of considerafior this.
1 Regional operational domain to regional operational domain (IOT and mobility considerations)

1 NPSBN to service provider network (primarily roaming considerations)
1 NPSBN to Public safety P25/LMR Network

In order for the NPSBN to provide a lotgrm viable capability, it must evolve along with technology and the
commercial industry. In general, standards bodies, such as 3GPP, recognize this as well as the importance of
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managing this evolution for userstbe network. Interfaces that are extended to users of the network<ers]
application developers, state/agency IT, etc.) must be carefully managed in order to allow users to migrate their
dependencies gracefully as the network services evolve aver ti

It will be necessary for the equipment comprising the NPSBN to be upgradable to support future features and
releases of the applicable standards (e.g. 3GPP). This is common ifpastige in order to ensure cost effective
and nondisruptive networlevolution. Management of interetwork element (potentially intefendor) interfaces is
crucial to ensure that the equipment interoperates through successive releases and the evolution of the network.

Recommended Requirements

[23] The equipment comprising tidPSBN SHALL provide backwards compatibility of interfaces, from
time of deprecation, for a minimum of two full major release/upgrades of the network. This requirement
may be waived (i.e., interface obsolescence accelerated) if FirstNet can ascertaire fusert
community that there are no dependencies on a given interface.

Recommended Considerations

(23) Hardware and software systems comprising the NPSBN SHOULD support industry practices for
management of standard network interfaces from each supplier. imbasty practices include formal
publication of interface compliance, deprecation of interfaces, support for backwards compatibility and
graceful obsolescence of interfaces.

(24) The NPSBN SHOULD support industry practices for life cycle management of irsitiaat it exposes
to applications or users of the network to ensure backward compatibility for a reasonable interval, using
industry-practice interface deprecation and obsolescence methods. The interfaces include, but may not
be limited to: Network messag Protocols, Application Programming Interfaces, Vielsed
Interfaces, Protocol/Messaging Interfaces, and User Interfaces such as Command Line Interfaces.

44.6.3 NG 911 Services

While not completely defined, NG (Next Generatior)-2 services will have an effeon the NPSBN. The

following statistics indicate the possible potential to increase network traffic as these devices report public safety
events, accidents, injuries or whatever the call mightTeelay in the United States, there are approximately 330
million wireless connections, while the U.S. population is slightly more than 312 million. Smartphones are in the
hands of about 43% of mobile phone users (62% if you a@12and this number is growing rapidly. Voice
communications account for only 1¢8 mobile usage, with the remaining 2/3 of mobile traffic arises from text
messaging, applications, video calling, and so fokikewise, 32% of adults and 36% of children now live in
wirelessonly households. In the 81 arena, 780 percent of d-1 calls originate from mobile devices.

Consumers rightly and reasonably expect to be able to send data (pictures, video, and text messiafes)lto 9
centers. As FirstNet develops the public safety wireless broadband network, it must ensure seas#esseand
communications paths exist from the individuals who originatel@raffic, through the call/dispatch center, and
onto FirstNetds customers in the field. FirstNet musit
Next Generation-9-1systems to meet the expectations of consumers who request service thtelighdally,
FirstNet must ensure that its network includes location determination capabilities commensurate with those
available to consumers so that its own subscribereancated when necessafy.

4.4.6.4 Coverage

As the network is initially built out, it is expected that it will incrementally expand to increase geographic coverage.
As regional net works fgrowodo together, i acohesiie RFptee i mp/or |

% The source of the statissicited above is the 2011 Annual Report of CTI&he Wireless Association.
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and interconnect strategy (e.g. as rural areas add RF coverage, they could be hosted by urbander state
networks).

Coverage is complex to engineer in LTE broadband networks since it has many variable components. In general,
uplink ard downlink user throughputs diminish as one moves from cell center to cell edge (by potentially an order
of magnitude or more). User data rates (and, hence, overall capacity) are also affected by adjacent cell activity
(interference). This is much differen t han todayés LMR systems, for examp| e.
vie for this dynamically varying bandwidth, the network will have to adapt in real time to ensure that the highest
priority applications and users are served in the best wssilge.

4.4.6.5 Capacity

As usage of the network increases, capacity may need to be enhanced. Capacity enhancements may affect RF
planning as well as increase the signaling and bearer traffic loads on core network elements.

Addition of capacity is typically accorfiphed through the addition of cells (the initial network may be built on a
relatively sparse grid). As traffic loading in the network increases, the core network elements and/or links may need
additional capacity. Capacity engineering guidelines may firedeand published relative to support for classes of
public safety applications and the number of concurrent instances of an application class that can be supported by a
given data rate. These would be input to network engineering activities and wigpuididye expectations of

network performance overall. However, it is unrealistic to mandate minimum supported rates/performance
unilaterally across all networks and locations within the networks. Capacity planning must be coordinated between
regional poribns of the network and shared national components to ensure that the entire network s¢ales end

end.

NOTE: These decisions may be left to regional/local network operation or made in consultation with regional/local
authorities.

4.4.6.6 Resiliency

As the NPSBNdpologically evolves (sites are added, EPC nodes are added, etc.), overall consideration of network
resiliency has to be continually evaluated. This is hecessary to ensure that application data centers, EPC nodes,
interconnect/backhaul, and RF (where agaidie) redundancy is properly engineered and maintained to the

necessary standards. Resiliency has to be applied at the regional level to ensure that each such deployment is robust
but also must be applied on a national scale for network assets thatyaopérated nationwide (e.g. an IP

backbone used to interconnect regional deployments). This involves ensuring adequate equipment redundancy to
serve expected capacity, geographic redundancy to protect against localized disasters, diversely rouieds;onnect

etc. To maximize resiliency, the availability and use of multiple communications technologies and RF bands should
be considered.

Recommended Considerations

(25) The EPC equipment in the NPSBN SHOULD support optional local and geographic redundancy.
(26) The egqiipment in the NPSBN SHOULD support transport redundancy wherever economically feasible
(i.e. connections to local switching equipment or WAN connectivity between sites or core locations).
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4.5 Handover and Mobility

Handover is a key element of ensuring interoperable communications across the NPSBN. Per 3GPP Standards,
handover allows a UE6s sessions to be maintained as |[it
by different cells. Such celtsan belong to the same or different PLMNs. In addition, depending on device

capabilities, cells may use different radio access technologies (RATSs) deployed in different spectrum bands.

Seamless service continuity is achieved when the potential intems@kperienced during handover are minimal.

Further, for a better user experience, packet loss can be minimized when packets are forwarded from the original

cell to the new cell while the handover is being completed.

Roaming refers to the ability ofusser device to connect to a network that is not its home network. Such networks
may operate in different bands using different technologies. Hence, the user device must also support these
technologies to successfully support roaming to the new netv@ugport for roaming is an essential element of
interoperability between disparate systems. It is addressed herein only in the context of roaming between the
NPSBN and other networks, such as commercial cellular networks.

4.5.1 Definitions
We define the followig terms:

Handover: The process of transferring active voice or data session(s) associated with a wireless device

from one cell site to another cell site in the same or a different wireless network while maintaining the
devicebds session(s). Toerignceptheiledgth ofdimestratatakes orecheh andojv e r
device to switch between the two cell sites (called the interruption time) must be minirBi2edP

standards do not currently specify the interruption time for-inff& handovers.

Roaming: The ability ofa wireless user to receive services in a network provided by a different service
provider, using a PLMN identity differing from that
as well as WiFi networks. The roaming user is typically charged rognfées while making use of the

roaming network.

4 5.2 Handover

The following schematic will be used to illustrate the handover mechanisms supported by LTE.

MME

eNB S1-MME
£ X2
S1-U S-GW P-GW
eNB S5

Figure 8: LTE Handover Mechanisms

The following handover scenarios are ideagttfi

1 Handover between cells in the NPSBN served by the same MME.

1 Handover between cells in the NPSBN served by different MMEs.

1 Handover between Band 14 networks with different PLMNs. Such a scenario is representative of a
handover between the NPSBN ancoamercial provider with whom FirstNet or an -apit state has a
public/private partnership arrangement. Such business arrangements are envisaged by the Spectrum Act,
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and supported by RAN sharing features supported by LTE.

Recommended Requirements

[24] The NP8N SHALL support user mobility across the entire NPSBN (including@pistates).

[25] The NPSBN SHALL support S1 and SHALL preferentially support X2 handover between adjacent
NPSBN cells (including cells owned by equit states) whose proximity supports adharer
opportunity.

4.5.2.1 Handover between cells in the NPSBN served by the same MME

<> Before
<> After

Figure 9: Intra -MME Handover

As shown above, both cells are under the control of a common MME. (As of 3GPP Riifiset?handovers are

only supported between eNBs served by a common MME.) In this scenario, the handover process leverages the X2
interface, supported by supplementsignaling carried over the SMME interface. Data forwarding for XBased
handovers is supported via the X2 interface.

During the handover process, Information Elements and signaling messages defined by the 3GPP standards are

exchanged between sourcadlant ar get cell s over the X2 interface. Whi |
interface, X2 handover s bet wevwmlortkstifigitoeenserainteroperatbilityo Tas 6 €/ NB
reduce the amount of testing required during the etalyes of introduction of a new wireless technology,

commerci al service pr ovi de risgroupmgnetavorkeleraeats from eendorsio wn asf A

their network deployments. The current best practice used by commercial service providensigg@NBs from

a common vendor into clusters of adjacent cells. These clusters, in turn, are served by a common MME for the
purpose of executing X2 handovers and supporting other air interface functions provided over the X2 interface (e.g.
scheduling, mter-Cell Interference Coordination (ICIC), etc.). At the boundaries of these clusteras&d

handovers are used between eNBs provided by different vendors.

There is orgoing work to perform the additional testing required to ensure the interopgrabilitervendor X2

handovers. As and when commercial service providers start deployingentdor X2 handovers, the NPSBN will

also be in a position to supportintere ndor X2 handovers as governed by thjle N
planning. Such anpproach will allow the NPSBN to leverage the testing performed by the commercial market.

An alternate and potentially resouticéensive approach is for the NPSBN to perform such testing on its own

initiative. Until this testing is completed, X2 handavecross vendors cannot be considered interoperable, and

hence should not be exclusively required in the NPSBN.

4.5.2.2 Handover between Cells in the NPSBN Served by Different MMEs

When a user/device moves into an adjacent region served by a different MMeaniterdized S1 handover
mechanism, as shown below, provides seamless mobility.
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<> Before
<> After

P-GW

Figure 10: Inter -MME Handover

As illustrated, the handover uses the S1 interface between the source eNB and MME, with the MME coordinating
the handove The MME, in turn, uses the S10 interface to communicate with the MME serving the target eNB to
which the user is handed off to. As part of the handover, a W 3nay be selected as well. In this case packets
will be forwarded from the original-&W to the new SGW during the handover to minimize packet loss.

4.5.2.3 Handover between Band 14 Networks with Different PLMNs

There may be scenarios in which handover between multiple Band 14 networks, each with a different PLMN ID, is
required, e.g. in a public/pate partnership with utilities, transportation, or a commercial wireless service provider.
The S1 method of handover described in the previous section can also be used to provide handover between Band
14 networks with different PLMN IDs, using the S1Ceifiace between the MMESs in each of the networks. As

clarified in 3GPP 23.401, Section 4.2.3, the S10 interface can cross PLMN boundaries. It is expected that the
coordination overhead between these networks will be minimal since the number of neigbéitsingl be

minimal, and primary use may be to handoff to a provider who shares the RAN already.

4.5.3 Roaming from NPSBN onto Commercial Mobile Networks

Sections 6206 and 6211 of the Spectrum Act clearly identify roaming to commercial networks as a kiity capab
required in the NPSBN. It will be especially important during the initial phases of deployment when Band 14
coverage is not yet ubiquitous. Although 3GPP standards suppotRifAterinter-network handovers between
different networks, its implementah would require a significant effort by both the NPSBN and commercial
network service providers. For instance, both networks have to open up additional interfaces and provision
neighboring cells in each cell of both networks. Currently, this appreaaimbersome and subject to constant
churn. One of two alternative approaches should be used:

1 Roaming without service continuity, i.e. no seamless service
1 Roaming using mobile VPN technology to support session persistence.

FirstNet should also consider é&ss Network Discovery and Selection Function (ANDSF) as defined in 3GPP
23.402 for roaming to trusted WLAN as alternative to VPNs. ANDSF leverages the LTE credentials for
authenticating users, allows seamless handover between LTE and trudtgdadd povides similar security as

used in LTE. This may allow public safety users to securely and seamlessly roam between NPSBN and their own
Wi-Fi networks, e.g. in police and fire stations, without the need for a mobile VPN. The associated cost/benefit
should ke carefully analyzed on a case by case basis.

4.5.3.1 Roaming Without Service Continuity

To support roaming onto 3GPP and/or 3GPP2 networks, a Band 14 LTE device must accommodate at least one
additional 3GPP or 3GPP2 frequency band. If roaming is enabled, tice dtays on the NPSBN until the LTE

signal becomes insufficient for service, causing the device to go idle and scan for other networks stored in its
roaming/white list. If an alternate accessible network is found, the UE will attempt to attach towlaknéthen
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this happens, all active connections are released (dropped), and musttablished on the new serving network.
Note that while roaming onto the commercial network, the user may not have the same capabilities/QoS as
experienced on the NPSBBubject to roaming agreements. While in roaming mode, the device periodically checks
for availability of the (home) NPSBN when it is idle as described in 3GPP TS 23.122. Once available, the device
moves back to the NPSBN when idle. It is expectedRinatNet will enter in to roaming agreements and

associated fees with various commercial service providers. Furthermore, under the terms of the Spectrum Act,
FirstNet would make the decision to implement roaming with commercial networks.

The figure belowillustrates roaming to a commercial LTE network when hooeed APNs are employed. For

this particular case the S6a and S8 interfaces are required between the two networks. An Internetwork Packet
Exchange (IPX) provider is expected to be leveragedchfoconnectivity between the NPSBN and the commercial
LTE network for both homeouted and local breakout options as recommended by GSMA PRDIilIRBB

Roaming Guidelines.
Operator's IP
Services (e.g.
__IMs

Rx .-~ /
PCRF .-~ 2
/! sGi

HSS
NPSBN :
h
IPX
4 [
Commercial LTE 1 S6a

S1-MME .-~

X2 j
— ;
LTeuvE  [EH . =
ean

Figure 11: Roaming Using HomeRouted APN

$1-U

To support locabreakout APNs, the S6a and S9 interfaces are required between the two networks as shown in
Figurel2.
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Figure 12. Roaming Using Local Brealout APN

If roaming to 3GPP 2G/3G networks is supported, these networks require the HSS to act as an HLR to the 2G/3G

net works to provide an HLR view of subscriberés HSS
(eHRPD) networks is supportethe HSS needs to support the SWx interface as defined in 3GPP 23.402 to enable
an Authentication, Authorization and Accounting (AAA

of the user.

Recommended Requirements

[26] If roaming between thIPSBN and commercial LTE networks is implemented, the NPSBN SHALL
follow GSMA PRD IR.88.

[27] If roaming between the NPSBN and commercial 3GPP 2G/3G networks is implemented, the NPSBN
SHALL follow 3GPP TS 23.002 to support roaming into 3GPP 2G/3G networks.

[28] If roaming between the NPSBN and commercial 3GPP2 (eHRPD) networks is implemented, the
NPSBN SHALL follow 3GPP 23.402 to support roaming into 3GPP2 (eHRPD) networks.

Recommended Considerations

(27) If roaming between the NPSBN and commercial LTE networks is impiezdeand IMS is
implemented in the NPSBN, the NPSBN SHOULD implement support for IMS while roaming into
other LTE PLMNSs.

4.5.3.2 Use of Mobile VPN Technology to Provide Session Persistence when Users Roam

Support of session persistence when users roam to othies/Riworks can be provided using mobile VPN

solutions. However, the user may experience a short interruption depending on the specific mobile VPN selected.
Mobile VPN solutions are currently in use by public safety to, for example, support servicelitpbtween

commercial wireless networks and Wi In the NPSBN, the choice of whether to use mobile VPNs, and which
vendor equipment to use can continue to be made by the individual agencies. Typically this functionality resides in
a vehicle laptop oa trunkmounted vehicle router. To support multiple wireless networks, the mobile VPN device
supports a wireless modem for each of the networks it needs to connect to. Each modem has its own wireless
subscription with associated monthly fees.
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Today, mobie VPN is used with 2G/3G technologies to support best effort services only. When used for
guaranteed bit rate services with dedicated LTE bearers, a mobile VPN will be able to maintain service availability,
but the alternate access technology may natiibe to provide the same quality of experience. For example, if a

user is sending rediime video on LTE and loses LTE connectivity, the new network may not have the bandwidth
available to continue this video service with the same quality of experience.

Recommended Requirements

[29] The NPSBN SHALL support the use of mobile VPN technology to support mobility between the
NPSBN and other networks.
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4.6 Grade of Service

An interoperable nationwide broadband network dedicated to public safety must be capablerthguggsential

mission critical public safety broadband applications and services on a nationwide basis. A uniform minimum
grade of service requirement provides service transparency across various regions and jurisdictions within the
NPSBN. Minimum peidrmance requirements also contribute to interoperability by ensuring that mobile users
receive consistent service as they move from one area of the network to another, especially in times of emergency.

We acknowledge that budgetary constraints, lack of bttion sites (e.g. in remote areas) and other factors may

make it difficult to provide a uniform grade of service, especially in the early years of the NPSBN. Because of this
constraint, we foresee additional value in providing the NPSBN the abiliffeodifferent Grades of Service in

di fferent parts of the country. In such an operatin
| anguaged to be used across the NPSBN to descsibe th
Use of a common language to describe GoS promotes interoperability in the following ways:

g [
e

1 Emergency response planners can take into account the grade of service provided in different geographic
regions when developing incident response plans and ogepabcedures.

1 Predictability of service helping responders know which applications can be supported where. (We note
that RF coverage design is not the only factor that influences the data rates users experience. Data rates
may be further constraindxy policy controls, for example.)

There are additional benefits to providing a common language for grade of service beyond supporting
interoperability:

1 Common design criteria that can be used for RFPs, helping determiningiiatdistances for higleve
designs and coverage predictions for RF designs
1 Common criteria for measuring grade of service once networks are brought on line

A set of measurable GoS attributes must be established in order to design networks (for purposes of RFPs, for
example) and nasure performance (for purposes of performance validation, for example). This section discusses
GosS attributes used for RAN design. Performance measures used to evaluate a network during acceptance testing
or postlaunch are also critical. It is recamended that measures and processes be established for both acceptance
testing and ogoing monitoring of GoS in the NPSBN.

Minimum design requirements adopted for the network must strike a balance between network deployment cost,
user quality of experieecand network spectral efficiency. In considering these factors, adoption of minimum
requirements does not preclude the NPSBN from providing service that exceeds this baseline in different regions.

4.6.1 Coverage Area

A methodology based on the percentage of geographic area covered should be used to determine the degree of
coverage within a geographic area. The geographic area is defined as the location (e.g. county, state, city boundary;
etc.) within the United Statelat the NPSBN has targeted for operation. Geographic areas include interior U.S.
waterways contained within an areaf6s boundari es. T he
NPSBN service is supported. Different parts of a geogcaguieia may provide different Tiers of Service, as

described in Sectioh.6.2 As much as possible, coverage areas within a geographic area should be contiguous,

thereby maximizing handover opportunities and minimizing service interruptions for mobile users.

In-building coverage, or portability, may be required in densely populated areas or specific venues such as police,
fire and EMS stations, hospitals, and otbitical infrastructure. Oustreet coverage, or mobility, may be required

in sparsely populated areas. Sparsely populated areas, for example, could be determined on a county by county
basis using countievel population densities. It will be importdotdetermine over which portions of a coverage

area orstreet or irbuilding coverage is required.
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Coverage maps, maps which show pictorially which GoS Tiers (see Sé@i8nare supported over a geographic

area, are useful tools for operational planning, and hence aid in supporting interoperability. Coverage maps are also
useful tools for measuring the progress of network deployment over time and informkigsttiResponder

community of deployment plans.

Recommended Considerations

(28) Coverage maps SHOULD be maintained that show pictorially which GoS Tiers are supported over a
geographic area. Detailed maps SHOULD be made available to authorized publiagafetigs.

(29) NPSBN coverage maps showing planned future coverage SHOULD be maintained. The maps
SHOULD show planned coverage at regular intervals (e.g. quarterly) into the future. These maps
SHOULD be made available to authorized public safety agencies.

4.6.2 GoSTiers

GoS is a multidimensional measure of network performance achieved within a Coverage Area. Grade of Service,
for example, can be used to describe the minimum expected uplink and downlink data rates and reliability of service
throughout a coveragaea. The use of different GoS tiers provides the ability for different GoS levels to be
supported in different parts of a geographic area based on mission needs, availability of infrastructure and other
factors.

To assist public safety practitionersckasoS Tier should also describe the types of applications that can be
supported with clear, common and consistent definitions.

The table below is illustrative of how GoS tiers could be defined.

Tier Percent | OnStreet/ | Service Data Rates | Applications
Covered | In-Building | Probability (kbps) Supported
X% X X% X DL/ X UL X

AIWIN|F

Recommended Considerations

(30) The NPSBN SHOULD use a set of gtefined GoS Tiers to provide clear and uniform description of
the services of network performance provided within a Coverage Area.

(31) The GoS Tiers SHOULD include the minimum set of GoS Attributes defined in Sddich

(32) The expected or actual GoS Tier SHOULD be disclosed to authorized public safety agencies in a
geographic region.

(33) Each Coverage Area SHOULD be designed terafe with a defined GosS tier.

4.6.3 GoS Attributes
4.6.3.1 Service Probability

This metric, which can also be called coverage reliability, defines the probability a minimum level of service (e.g.
data rate) is met within the coverage area. It quantifies the legehéitience associated with in accessing services
within a coverage area. If a service probability is defined as high, then the users will be able to gain and maintain
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access to the network more frequently and be refused or have difficulty maintainicg &ss ofte’

RF engineering will have a significant impact on the performance of the network and therefore affect service
probability. Once a coverage area is specified, cell tower placement, system tuning and ongoing performance
maintenance amongtleer factors are critical to achieving high service probability specifications.

Recommended Considerations

(34) Service probability SHOULD be specified for each GoS Tier, in order to specify the quality of the user
experience provided by the network.

4.6.3.2 Data Rates

Cell edge data rates, the minimum data rates achieved across a site coverage area with a certain confidence level,
are critical design metrics. Cell edge data rates determine the minimum required signal levels that must be

supported over a coverageea. The signal levels needed to achieve a target data rate vary across infrastructure and
device vendors because of their respective systemsbéb

Cell edge data rates should be utilized for engineeringogagas they provide a consistent measure of wasst
performance over a coverage area. Minimum data rate is readily measurable, and therefore is a useful statistical
tool for quantifying system performangeDue to protocol overhead bits inserted iffiedent layers of the protocol
stack, data rates at different reference points in the protocol stack vary. Hence, when minimum data rates are
specified, they must also include the protocol layer at which the data rates are to be measured.

Recommended Caiderations

(35) The expected minimum uplink (mobile to network) and downlink (network to mobile) rates of data
transmission SHOULD be specified for each GoS Tier. The specifications must also include the
protocol layer at which the data rates are to be medsur

4.6.3.3 Usage Models

The amount of traffic generated in a coverage area affects interference level, and hence, network performance.
Therefore, the NPSBN should be engineered to meet defined Usage Models for each Coverage Area, for example
Light, Medium, Heavyor Emergency.

Expected utilization of the network plays a key role in determining the design and effectiveness of the network. A
usage model should take into account different customer usage patterns and the data volumes of the applications
they will utilize (web browsing, FTP, VolP, Streaming Video, etc.).

4.6.4 RAN Boundaries & Coordination

%" RFPs issued by FCC Waiver Recipients have largely specified a 95% probability of service for the Public Safety
network. [See LA RICS RFP Addendum 1 Sec. 8.20.5; also City of M&SRFP #2010209 Sec. 1.9.1]

% RFPs issued by FCC Waiver Recipients have largely specified 768k downlink [ggsteabile] and 256k
uplink [mobileto-system] for the Public Safety network. [See LA RICS Addendum 8 Section 8.3.3
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The handling of RAN boundaries plays a critical role in the design and performance of the NPSBN. As discussed
in Sectiond.5.2 X2 and S1 handovers provide seamless service. Other handovers, however, can temporarily
disrupt service, or, at worst, cause a mobile session to terminate, disrupting service. As a result, handover
bourdaries must be carefully designed.

Special attention must be paid to boundaries between Stat®@BRANs and RANs deployed by FirstNet. In

addition, interference at such RAN boundaries must be managed. LTE supports multiple capabilities for cell
coomination and definition/management of handovers. Whichever approach is selected by FirstNet, it is imperative
that it be done in a coordinated manner across the NPSBN. Without coordination, network performance can suffer.

Recommended Considerations

(36) TheNPSBN SHOULD implement a scheme for engineering RAN boundaries according to a national
cell coordination plan.
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4.7 Prioritization and Quality of Service

Prioritization and Quality of Service (QoS) are essential functions in the NPSBN. Prioritizatienistte t wor k 6 s
ability to determine which connections have priority o)
ensure that IP packet flows associated with different applications satisfy performance objectives (e.g. packet loss,

delay and thoughput) needed for different applications to operate. Thus, prioritization addresses the network

connection while QoS addresses the treatment of traffic after the connection is established.

Support of prioritization in the NPSBN must ensure that higbripyiusers can establish connections with higher

level of certainty relative to low priority users. In general, priority levels for connections can be defined and
assigned based on various criteria ( ausedprioriyydsernat i ons| t |
application types, or incident type.

Priority access and QoS contribute to interoperability by ensuring that users receive consistent service as they move
from one jurisdiction to another, most crucially during times of emergénether, priority and QoS help ensure

that consistent service is maintained during periods of network congestion. The establishment of a uniform
approach to supporting priority access and QoS across the NPSBN that provides service transparency arross vario
regions and jurisdictions within the NPSBN is essential.

In addition, public safety applicatiofisuch as Computer Aided Dispatch, Incident Command Systems and other
applications which exchange information streams over the NPSBN that require QoS frgheit proper

operation (e.g. redlme video and voice) will require standardized mechanisms to inform the network of the

prioritization and QoS attributes of these IP packet streams. Further, these applications will need the ability to

modify prioritization and QoS attributes in ret@he. In response to an incident, there may be a need to change the

priorities of different users, and hence their IP packet flows, to ensure that specific users, devices and applications

have appropriate accesstonetwk r esour ces. For exampl e, di spatcherjs
prioritization to ensure that devices and applications have access to network resources during times of congestion.

Hence, applications used by public safety must be aldieange priorities and specify QoS treatment of different
IP flows using a set of network services that are interoperable across the NPSBN. There are several methods
available to public safety applications in order to perform these priority and QoS changes

f Current standards support use of the 3GPP 6Rx6 ihte
priority and provide this information to the NPSBN. A common FirstNet profile detailing usage of the
3GPP O6Rxd interf ace figuation apd pdovitizatien acossrthe NRSBN. Given the n
mature nature of the ORx®6 interface standard, it is
1 Use of open Application Programming Interface (API) technology and Service Oriented éttaieite
(SOA) frameworks are accepted industry practices leveraging commercial, open standards for exposing
such network features to new and existing applicati
OneAPI with potential extensions for public safetgmpotes interoperability by providing a stable
interface between applications and the underlying LTE network, shielding applications frdavéw
changes and enhancement of the LTE network as the NPSBN evolves. Leveraging (and, if needed,
extending)et i ng open standard APls such as GSMAd&ds On¢AP
network services.

LTEGs prioritization mechanisms provide useful mechani
the topics of prioritization ahQuality of Service for the NPSBN, the Interoperability Board reviewed draft work by

# L egacy IRbased applicans will not support this functionality without additional support functions or
enhancement. Standardized mechanisms to inform the network of the prioritization and QoS attributes of these IP
packet streams are necessary to ensure that future appbcateoable to take advantage of these essential
prioritization and QoS mechanisms in a common way to ensure interoperability.
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the National Public Safety Telecommunications Councifl 1
TaskGroup’ Pr i or to passage of t htgpand@os TaskrGuonop bégart studyiNgth8Wl C6 s | Pr
LTEbs standard prioritization and QoS mechanisms coul d
The Task Groupds work continues. We note thaup some |of
are currently supported by the LTE standards. Some of the mechanisms, however, will require development of
supplemental standards to provide desired functionality (e.g. the creation of Priority and QoS APIs). A description

of some of the functionakquirements developed by NPSTC is included in Appendix 1.

4.7.1 Profiles: Default Values

3GPP standards define a number of standardized mechanisms to control prioritization and QoS in LTE networks.
These mechanisms, tied to the identity of LTE user equipragliiee a number of parameters which control the

way priority and QoS are enforced on a user or class of users, an EPS bearer basis, or multiple EPS bearers per user.
These parameters include:

Access ClassEvery UE belongs to one or more accessclasdesUE6s assigned access| cl
determine how often it may attempt to access the network in case of network congestion. Such a form of

access control is not generally intended for use undetaddgty network operations: it is expected to be

enfarced during network congestion or largeale emergencies (e.g. hurricanes, earthquakes, etc.). A

UEGs Access Class is stored in its USI MA478)( See addi

Allocation and Retention Priority (ARP): The ARP value, assigned per EPS bearer, is used in admission
control and is characterized by a priority level, a@ngption capability and a pemption vulnerability.

Essenm | | y, this parameter governs if a responderds|re
parameter is also used to determi neemptdd. a respondger d
UE-AMBR: Defined per UE, the Aggregate Maximum Bit Rate (AMBR)resgnts the upper limit of
aggregate bit rate consumed by a UE for all-G@@BR bearers which can be set separately for the uplink
and downlink traffic.
APN-AMBR: Defined per UE and APN, APIRMBR represents the upper limit on the aggregate bit rate
consumedy a UE for all norGBR bearers associated with an APN which can be set separately for the
uplink and downlink traffic.
Default priority values for these parameters define thetdalay treatment of user equipment in the NPSBN.
Some of these defaultwale s (e. g. Access Class) are stored in thejfus
net wor kés Home Subscriber Server, or Subscriber Profjil
NPSBN.

There are many potential combinations of defaalues that can be defined for the priority and QoS parameters

shown above. To help facilitate operational interoperability, a common set of user profile templates could be used

to specify the default val ue sto-dasreld. Pefieind) a sebofcammos er b asjed
templates to be used across the NPSBN helps promote operational interoperability by reducing complexity and

allowing creation and enforcement of common operating procedures across the NPSBN.

30ﬁPriority and QoS in the Nationwide Public Safety Broadband Net wor |

http://www.npstc.org/dowolad.jsp?tableld=37&column=217&id=2304&file=PriorityAndQoSDefinition_v1_0_clean).pdf
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Recommended Considerations

(37) A set of default QoS profile templates SHOULD be defined for each responder function (e.g. police,
fire, EMS) supported by the NPSBN.

(38) Each QoS profile template SHOULD contain a descriptive definition of the responder function and
default values for ARP, Aass Class, UAMBR, and APNAMBR.

(39) Since the NPSBN could also support secondary users, default QoS profile templates SHOULD be
defined for public safety and secondary users.

(40) Every user of the NPSBN (public safety and secondary users) SHOULD be assigfadta de
prioritization and QoS profile using the set ofplefined QoS profile templates.

(41) A process SHOULD be established and followed to manage the assignment of templates to users to
ensure template assignment rules are uniformly applied for all usegstheiNPSBN.

4.7.2 Profiles: Dynamic modification

Supporting public safety incident response, planned events, and other situations may require temporary changes to &
user6s default prioritization and QoS t reofdhe defanlt . Henc
profiles.

Recommended Requirements

[30] The NPSBN SHALL provide the ability for national, regional, and local applications to dynamically
change a UEG6s prioritization and QoS using the B3GF

Recommended Considerations

(42) FirstNet SHODULD make an API available to national, regional, and local applications to expose Priority
and QoS control.

4.7.3 QoS Class ldentifiers (QCIs)

LTE has developed standardized mechanisms for defining the QoS requirements of different IP packet flows.
Thesemechanisms are used by the LTE network, for example, to determine how packets should be scheduled for
transmission and how other network resources should be assigned to users to ensure the delay, loss and throughput
requirements of the IP flows are met.

3GPP TS 23.203 defines a standardized set of QoS Class Identifiers (QCIs) (shown in the table below). This set of
QCls describes the QoS characteristics of all applications that are currently envisioned to be carried over an LTE
network. Use of a commontsaf QCI definitions across the NPSBN facilitates interoperability by ensuring there is

a common way to describe the QoS requirements of all applications which use the NPSBN. Use of the standardized
set of QCls defined in the table below also facilitatesning onto commercial networksas these networks also

use the same standard definitions of QCI defined in TS 23.203.
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Table 4: QoS Class Identifiers (Excerpted from table 6.1.7 of 3GPP 23.203 V9.11)

QCI Resource Priority Packet Packet Example Services
Type Delay Error Loss
Budget Rate
1 2 100ms 10? Conversational Voice
2 4 150ms 10° Conversational Video (Live Streaming)
GBR
3 3 50ms 10° Real Time Gaming
4 5 300ms 10° Non-Conversational Vide@uffered
Streaming)
5 1 100ms 10° IMS Signalling
6 Video (Buffered Streaming)
6 300ms 10°® TCP-based (e.g. www,-eail, chat, ftp, p2p
file sharing, progressive video, etc.)
7 Non-GBR Voice,
7 100ms 10° Video (Live Streaming)
Interactive Gaming
8 Video (Buffered Streaming)
8 TCP-based (e.g. www,-eail, chat, ftp, p2p
300ms 10°® file sharing, progressive video, etc.)
9 9

Recommended Requirements

[31] The NPSBN SHALL support all 9 QCI classes specified in téHle7 of 3GPP 23.203 v9.11 or future
equivalents.
[32] QoS mechanisms in the NPSBN SHALL comply with 3GPP TS 23.203.

4.7.4 Preemption

Preemption is an essential function in the NPSBN to allow appropriate management of the system resources,
especially during emergeies. Usage of all 15 ARP values by the NPSBN is essential to provide sufficient priority
differentiation for the default and dynamic priority requirements outlined in this section.

Recommended Requirements

[33] The NPSBN SHALL support the usage of all 15 ARBues defined in 3GPP 23.203.
[34] The NPSBN SHALL support the ARP pesnption capability and vulnerability functions as defined in
3GPP 23.203.

4.7.5 Access Class

Per the 3GPP standards, every UE is assignasdisused one |or
to determine how often it may attempt to establish communications with the LTE network. Per 3GPP standards,

Access Class Barring was designed to give certain classes of UE preferential access to the system (e.g. police get
preferential accessver consumer users on a commercial system). The ultimate goal of the capability is to protect
against random access channel congestion at a site rles
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Under heavy congestion, it is possible to engage gsc€ass Barring at a given site. Once engaged, certain classes
of UE may be substantially delayed from any communication with the NPSBN. This capability is required in the
NPSBN primarily in a public/private partnership arrangement where first respaetensdary users as well as
commercial users share the Band 14 spectrum and eNBs. Consequently, UEs homed to the NPSBN must be
provisioned with an appropriate access class.

Recommended Requirements

[35] The NPSBN SHALL implement a nationwide scheme for assggfittess Classes to public safety
users and secondary users following the 3GPP recommendations in TS 22.011, Section 4.2.

4.7.6 1P Network Priority

In order to provide consistent efand treatment of Public Safety traffic, prioritization of NPSBN resources mu

be provided both over the air as well as within the IP network infrastructure. A traditional practice is to align the
priority used by the NPSBN IP network and backhaul technology with the scheduling priority (QoS Class Identifier
priority, Sectiord.7.3. Failure to align these priorities, for example, may result in low-theair packet loss rate,

but a high IP transport network packet loss rate. This waelate a poor user experience, especially for voice and
video applications.

Recommended Requirements

[36] The NPSBN SHALL implement a nationwide scheme for assigning QoS Class Identifier priority to IP
network and backhaul priority across the entire NPSBN.

4.7.7 (M)VPN Priority and QoS

Public safety relies on VPN and Mobile VPN technology today to securely transport responder traffic from mobile

devices to application servers. For example, secure CJIS queries are encapsulated to provide confidentiality and

integrity of the transported citizen information. With (M)VPN technology, a variety of applications (CAD, tactical
video, surveillance video, etc.) are typically encapsul
expected to greatly expand the numbet ypes of multimedia applications available, either multiple (M)VPN

tunnels or multiple application flows encapsulated within a tunnel are needed per user to account for the different

types of traffic.

The use of a VPN obscures the source of traffic figubwards a UE. This creates a problem for an application
supporting an Rx interface that is unaware of the VPN. This requires an arbitrating function that is Rx and VPN
aware is introduced between the application and the EPC.

Recommended Requirements

[37] TheNPSBN SHALL support the use of industry standard VPN and MVPN technology, while providing
priority and Quality of Service for encapsulated applications.
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4.8 Security

The Spectrum Act §6206(b)(2)(A) provides that one duty of FirstNet is to ensure the sedetjty, and resiliency

of the NPSBN, including protecting and monitoring the network against cyber attack. It is important to note that
providing for cyber security requires addressing two distinct types of threats. First, there is the neect tingrote
network itself from malicious attacks that aim to hamper or interfere with proper operation of the network. Second
there is the need to protect identities and information from compromise. In general, specific cyber security
mechanisms are designedaddress one or both of these threats.

A complete Information Assurance (IA) framework that addresses cyber security involves not only the technical
aspects of the security implementation, but also the policies and procedures that form and direcatibealp

component of the IA implementation. In the same manner that DHS developed a comprehensive view of
interoperability, covering Governance, Standard Operating Procedures, Technology, Training and Exercises and
Usage, NIST has developed a holisfipeach to IA that provides a comprehensive framework for implementing
cyber security systenis. Cyber security is a mutdimensional problem and inherently cyber security mechanisms
intersect with interoperability considerations on multiple levels. treditment of an 1A implementation is beyond

the scope of the Interoperability Board. Therefore the requirements and recommendations contained in this section
are limited to those that are technical in nature and constitute a minimum interoperablg lsaselie for the

NPSBN.

The NPSBN, the collection of state, local and tribal jurisdictional networks and other networks as depiicsactin
2, will constitute amultitude of security/information domains. SP 8J0provides a context for discussing
information domains:

The term information domain arises from the practice of partitioning information resources according to
access control, need, and levels of pratectequired. Organizations implement specific measures to
enforce this partitioning and to provide for the deliberate flow of authorized information between
information domains. The boundary of an information domain represents the security perimétat for t
domain.

An external domain is one that is not under your control. In general, external systems should be
considered insecure. Unt il an external domain hajs b
and IT specialists should presume feeurity measures of an external system are different than those of a

trusted internal system and design the system security features accordingly.

Figurel3illustrates a simplified representation of the of the security domains that the NPSBN will interface to.

3LNIST Special Publication 8027 Rev A, Engineering Principles for Information Technology Security (A
Baseline for Achieving Security), Revision A.
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One of the prevailing strategies for dealing with the full spectrum of cyber threla¢ésimplementation of a layered

architecture. In SP 8027 this is described as:

Figure 13: Security Domains

Securing information and systems against the full spectrum of threats requires the use of multiple,
overlapping protection approaches addressing the people, technology, eratiopal aspects of
information systems. This is due to the highly interactive nature of the various systems and networks, and

the fact that any single system cannot be adequately secured unless all interconnecting systems are also
secured.

By using mulple, overlapping protection approaches, the failure or circumvention of any individual
protection approach will not leave the system unprotected. Through user training and awareness, well
crafted policies and procedures, and redundancy of protection mischgnayered protections enable
effective protection of information technology for the purpose of achieving mission objectives.

A layered architecture also serves the purpose of enabling overlay of security implementations that are required by
jurisdictional entities in accordance with their individual security policies. For example, as described below, LTE
provides a variety of security mechanisms that protect the transport network, including the Radio Access Services
and the Internetworking of LTE EP@mponents. Individual jurisdictions may have a need to augment these
security mechanisms in order to provide 4¢oend protection of sensitive information, or to provide controlled

access to network resources, such as through a secure VPN connectionstioaittop of the IP transport services
provided by the NPSBN.

As noted earlier, full treatment of cyber security for the NPSBN and associated networks is beyond the scope of the
I nteroperability Boar dds c¢ har tmnimumtechnical requiremmentssfor consi s
interoperability, and the boardds working definition
are limited to the transport network, specifically whose boundaries are defined by 3GPP standafdsusT his

ensures that two distinct interoperability boundaries are treated, consistent with-aemddii environment.

1 UE to NPSBN (Core and RAN)

Final Report Page80 of 100 May 22, 2012




Recommended Minimum Technical Requirements to Ensure Nationwide Interoperability for the
Nationwide Public Safety Broadband Network

1 Connectivity between Core and RAN building blocks

The first case ensures uniform and secure access by UESSBNNfPansport services, where UEs are provided by
multiple vendors that are capable of full mobility across the national footprint of the NPSBN. The second case
permits implementation of the NPSBN (Core and RAN) with equipment procured from multiplerséimako

possibly exists in one or more security domains. A special case that is provided for are State opt out RANS.

4.8.1 Definitions

When discussing security domains in the broad context, involving both LTE ardlitboomponents, the
following definitions ofdomain security are used:

1 Intra-domain security refers to the system connections and components that exist within a unique
combination of network components that constitute a security domain.

1 Inter-domain securityrefers to the system connections and ponents that exist within unique
collections of network components, each of which constitute a security domain.

The LTE Evolved Packet System (EPS) composed of the Evolved Packet Core (EPGYBRAR (RAN) is a

flat all-IP architecture with separation adntrol plane and user plane traffic. Distinct security protection

mechanisms are applied to each type of traffic, consistent with the security threats being addressed by each LTE
security component. At the discretion of FirstNet, the NPSBN may bermepked with one or more security

domains. For example, the NPSBN Core and RAN might exist in a single security domain, and State opt out RANs
might exist in their own distinct security domains. The 3GPP Security Architecture in TS 33.210 provides the
following definitions for this Inter and Intra domain security. These definitions are applicable to components that

are covered by the 3GPP standards and not to the broader security context that involves system elements outside thiz
NPSBN

1 LTE Intra -domain searity refers to the RAN and EPC connections and components that exist under the
administrative control of a single administrative authority that can apply a level of security controls and
policies across network elements and interfaces within that network.

1 LTE Inter -domain security refers to the connections that inherently exist between separate network
administrative domains. To communicate securely between different administrative domains requires
coordination and specification of common security costasid policies to ensure interoperable secure
interfaces.

4.8.2 Cyber Security Evolution and Mitigation Strategies

Evolution of the cyber security architecture warrants special attention. Given the prolific deployment of LTE on a
worldwide basis, this technaly standard will experience unprecedented levels of cyber threats. Cyber threats that
are successful against commercial LTE networks may pose a direct threat on the cyber security of the NPSBN,
particularly if the NPSBN is implemented with the same vidh#ities that enabled successful attacks on
commerci al net wor ks. Given the NPSBN6s mission, it
direct attacks on a frequent and evolving basis. It is also prudent to expect that evoleyioer dfireats will occur

at a faster pace than evolution of 3GPP and other standards used in the NPSBN. This is evidenced in commercial
markets by the rapid pace at which software vendors distribute security patches compared to the much slower pace
at which standards are published and put into practice. For example, LTE releases occur approximately on annual
cycles and software security patches to commercial software platforms commonly occur multiple times within a
year.

Hence, the Interoperability Board believes it is necessary to afford FirstNet flexibility in addressing rapidly
evolving cyber threats, while carefully balancing the somewhat opposing forces of interoperability and security.
Therefore, the InteroperabifiBoard recognizes that in response to eminent or present cyber attacks, security
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policies, implemented by FirstNet, may dictate the need to depart from security requirements contained in the
following sections. The goal is to maintain the highest lef/sbourity using commercially available standardized
security technologies, consistent with a full Cost/Risk/Vulnerability analysis.

The Interoperability Board also recommends that consistent with layered security architecture, mitigation strategies
be emfoyed in the event of major breaches in security. For example, the impact of breach at a lower layer in the
security architecture can be mitigated through upper layers, and vice versa. One best practice used in security
implementations is the use of bygsamechanisms that permit a compromised security feature to be disabled or
bypassed.

Recommended Considerations

(43) The NPSBN security implementation SHOULD include-pl@nned bypass mechanisms that have
defined security and interoperability implications.

4.8.3 3GPP Security Baseline

As a baseline for its recommendations, the Interoperja
Recommendations for Security and Authenticationo (ARS
Committee (PSACFommissioned through the Emergency Response Interoperability Center (ERIC) released in

May of 2011%* While this report was focused on overall network security from a broader perspective, the
Interoperability Board felt its work and recommendations wel&vant to Interoperability Security.

b
Al

The Interoperability Board (as well as the PSAC Report) determined that the existing LTE Security Architecture, as
outlined in the 3GPP offered the most concise framework around which to develop recommengaioed.4

illustrates the LTE Security Architectuf@.It consists of five security groups. Each security group addresses

certain threats and accomplishes certain sgcobiectives:

1 () Network Access Securitly The set of security features that provide users with secure access to services,
and which in particular protect against attacks on the (radio) access link.
1 (1) Network Domain Security The set of security feates that enable nodes to securely exchange
signaling data, user data (between AN and SN and within AN), and protect against attacks on the wire line
network>®
(1) User Domain Security The set of security features that secure access to mobile stations
(IV) Application Domain Security The set of security features that enable applications in the user and in
the provider domain to securely exchange mess&ges.
1 (V) Visibility and Configurability of Security The set of features that enables the useeterthine
whether a security feature is in operation or not and whether the use and provision of services should

= =4

32 Emergency Responsgteroperability Center, Public Safety Advisory Committee (PSAC), Considerations and
Recommendations for Security and Authentication, Security and Authentication Subcommittee Report, May 2011.

%3 3GPP TS 33.401 V8.7.0 (210-04)
% 3GPP TS 33.401

%3GPP TS 3.210

% 3GPP TS 33.102

3"3GPP TS 33.102 and TS 31.111 is an optional feature
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depend on the security featife.
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Figure 14: LTE Security Architecture

From this foundation, the Interoperability Bdadentified the key elements that apply to interoperability.
4.8.3.1 Network Access Security

The UE to EPS interface (radio link) is the most exposed interface and therefore represents heightened security
vulnerability. At the same time, a uniform approach&swork Access is required to ensure nationwide mobility, a
key component of achieving nationwide interoperability. The 3GPP TS 33.401 Security Architecture shown in
Figure14 defines network access security protocols for UE to RAN and EPC communication, as summarized in
Figurel5. In order to ensure interoperable communicatietwiken multiple vendors of infrastructure and device
equipment, compliance and certification testing to 3GPP security specifications is necessary.

% 3GPP TS 33.102 and TS 22.101 is an optional feature
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Figure 15: Network Access Security Protocols

Key functions that implement NetwoAccess Security are:

il

Access Contral the eNB ensures that only authenticated UEs are permitted to transmit user data to the
eNB. UEs that do not successfully authenticate will be prevented from requesting resources from the
network to transmit user data

Authenticationi the UE/USIM and the NPSBN mutually authenticate each other through the use of a
cryptographic authentication algorithm that relies on shared key material in both the UE and the HSS. To
perform this authentication, both the USIM and &S must agree on the same authentication algorithm
and share a common set of keys.

Non-Repudiatiori Successful authentication by a UE proves to the LTE network that the device has
possession of the physical USIM. USIMs are manufactured utilizing gptoysical security techniques to
protect the keys used for authentication.

Data Confidentiality and PrivadyTo ensure that information is not disclosed to any unauthorized users
via the LTE air interface, both control and user traffic is encryptedintliz28bit AES.

Data Integrityi 3GPP does not define the use of an integrity algorithm for user data. There are however,
integrity algorithms used for all UENB and UEMME signaling messages.

Interoperable network access security therefore relies on:

Coordination of the generation of the USIMs with the provisioning and activation of UE devices within the
NPSBN HSS is required.

Enabling HSS to MME signaling so that authentication can be performed. This is required when the UE is
attaching to the NPIBfrom any eNB in the NPSBN and must also be possible when the UE is roaming

to a commercial LTE service provider.

Enabling the 3GPP defined (but optional per the standard) over the air encryption and integrity features.
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